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ONPEAEJIEHUSA

B HacTos1eM 10KyMEHTe UCIIONb3YIOTCS CAeNYIOUIIe TEPMUHBI U UX ONpEIesICHUSI.

ABTOMATH3HMPOBAHHAsI CHCTeMAa — CHUCTEMa, COCTOsIlas M3 IMepcoHaja U KOMIUIEKca
CPEIICTB aBTOMATHU3AIIUU €T0 JACSITeIHbHOCTH, peTn3yIomias HHPOPMAIIMOHHYIO TEXHOJIOTHIO BBITIO-
HEHUS YCTAaHOBJICHHBIX (DYHKITHIA.

AyTeHTH(QUKAIUS OTHPABUTEJISI JAHHBIX — MOATBEPXKIACHUE TOrO, YTO OTIPABUTENH IO-
JyYEHHBIX TaHHBIX COOTBETCTBYET 3asBICHHOMY.

Bbe3onacHocTh MepCOHAIBHBIX JAHHBIX — COCTOSIHUE 3alIUIIEHHOCTH MEPCOHABHBIX JaH-
HBIX, XapaKTEPU3yeMOe CIIOCOOHOCTBIO MOJIL30BATENCH, TEXHUIECKUX CPEICTB U HH(POPMAIIMOHHBIX
TEXHOJIOTUH 00€CTIeYnTh KOH(PHUICHIINATLHOCTD, [IEJIOCTHOCTh M JOCTYIMHOCTh NEPCOHATBHBIX JIaH-
HBIX IIPU UX 00paboTKe B MHGOPMALIMOHHBIX CUCTEMaX IMEPCOHATbHBIX JTaHHBIX.

BioknpoBaHne nmepcoHANBHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa, cucreMaru-
3allM, HAKOIUICHMSI, WCIIOJB30BaHMUs, PACIIPOCTPAHEHHS MEPCOHATBHBIX JAHHBIX, B TOM YHCIIE HUX
nepeiavH.

Bupyc (kOoMIbIOTEpPHBIH, NPOrPAMMHBIN) — UCIIOJHIEMBIM NPOrPAMMHBIA KOJ WU WH-
TepIPETUPYEMbIil HAOOP MHCTPYKLUH, 00J1aAat0MIuil CBOMCTBAMH HECAaHKIIMOHUPOBAHHOTO PacMpo-
CTpaHeHHsI U caMoBocmpousBeneHus. Co3anHble TyOJMKaThl KOMIBIOTEPHOTO BUpPYCa HE BCErjaa
COBMAJIAlOT C OPUTHMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JalbHENIIEMY PACIPOCTPAHEHUIO U Ca-
MOBOCITPOU3BEICHUIO.

BpenonocHasi nporpamMmma — nporpaMma, npeaHa3HaueHHas NI OCYLIECTBJICHHUS HECaHK-
[IMOHUPOBAHHOTO OCTYNA U (MJIM) BO3JACHCTBHS Ha MEPCOHAIBHBIC TaHHBIE WM PECYpChl HH(pOpMa-
[IMOHHOW CUCTEMBI MIEPCOHANIBHBIX JTAHHBIX.

BcenomoraresibHbIe TEXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUUECKHUE CPEJICTBA U CUCTE-
MBI, HE TIpeIHA3HAuEHHbIE IS Tepenadn, oOpaboTKU M XpaHEHHUs MePCOHATbHBIX JaHHBIX, YCTaHAaB-
JUBAaEMbI€ COBMECTHO C TEXHHMYECKHUMH CPEJICTBAMHU M CHCTEMaMU, IIPeIHa3HAYCHHBIMH JIJisi 00pa-
OOTKM MEPCOHATBHBIX JAHHBIX WM B MOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI MH(POPMAITMOHHBIE CHCTE-
MbI IEPCOHATIBHBIX JJAHHBIX.

JlocTynn B OnepalioHHYI0 cpely KOMIbIOTepa (MH(POPMANMOHHON CHCTEMbI NEePCOHAIBHBIX
JAHHBIX) — TOJTyYeHUE BO3MOXKHOCTH 3aITyCKa Ha BBINOJIHEHHE INTATHBIX KOMAaHJI, (PYHKIIMH, TIPOIIETYp
OTIEPAIMOHHON CUCTEMBI (YHHUUYTOXKEHUS, KOTIMPOBAHMS, TIEPEMEIICHHS ¥ T.I1.), MCHOJHSAEMBIX (aiiioB
MPUKIIAHBIX IPOrPaMM.

JlocTyn K uH(popMAaImu — BO3MOKHOCTb ITOTYUeHHUs HHPOPMAIIUH 1 €€ UCTIOJb30BaHUS.

3aki1a104HO€e YCTPOMCTBO — DJIEMEHT CPE/ICTBA CheMa MH()OPMAITH, CKPBHITHO BHEIPSEMBbIN (3a-

KJ1a/IbIBA€MBII WM BHOCHMBIN) B MECTa BO3MOKHOIO CheMa MH(OpMAaIIiH (B TOM YHCIIE B OTpa’K/IeHUEe, KOH-



CTPYKIIMIO, 000pYy/I0BaHHUE, IPEIMETHI HHTEPhEpa, TPAHCIIOPTHBIE CPEICTBA, A TAKXKE B TEXHUYECKHE CPei-
CTBa M CUCTEMBI 00paboTKH HH(pOpMAIIHH).

Zaummaemas uHgopmaims — nHGOpMAIs, SBISIOIIAICS MPEIMETOM COOCTBEHHOCTH U TOJLIe-
Kallasi 3alIuTe B COOTBETCTBUH C TPEOOBAHUSIMH IPABOBBIX JOKYMEHTOB WM TPEOOBAHUSMU, YCTAHABIINBA-
€MBIMU COOCTBEHHMKOM MH(OPMAITUH.

HNnentudukanms — nprucBoeHUE CyObeKTaM 1 00bEKTaM J0CTYyIa uaeHTH(UKaTOpa U (W) Cpas-
HEHHE MPEIbSIBIIEMOro HIICHTU(UKATOPA C TIepeYHEM TPUCBOCHHBIX HACHTU()UKATOPOB.

HNudopMaTUBHBINA CUTHAJI — SJICKTPUUECKUE CUTHAIBI, aKyCTUYECKHE, HIICKTPOMArHUTHBIE U JIPY-
rve (pu3MYecKre Mossl, o MapaMeTpaM KOTOPhIX MOXET ObITh PacKpbITa KOH(HUICHIMATbHAs HHPOpMAIIUS
(mepcoHaTBHBIC JaHHBIE) 00pabaThIBacMast B TH(POPMAITMOHHOM CHCTEME TIEPCOHATIBHBIX JaHHBIX.

HNudopmanuonHas cucrema nepcoHajbHbIX AaHHbIX (MCIIIH) — napOpMaioHHas CH-
cTeMa, MpelCTaBistonasi co00il COBOKYIHOCTh MEPCOHAJIBHBIX JAHHBIX, COJIEpXKalluxcs B 0aze
JaHHBIX, a TaKkKe MHPOPMAIIMOHHBIX TEXHOJOTHH M TEeXHUYECKUX CPEACTB, MO3BOJSIOUIUX OCY-
HIECTBIIATH 00pPa0OTKY TaKUX MEPCOHATBHBIX JAHHBIX C MCIIOIB30BAHUEM CPEJICTB aBTOMATH3AIUU
i 0€3 UCIOTB30BAHUS TAKUX CPEICTB.

HNudopmanmontbie TeXHOJIOTHH — TPOIIECCHI, METObI TMOKCKa, cOopa, XpaHeHHs, 0O0paboTKH,
MPEIOCTABIICHHS, pacipocTpaHeHrs] MHAOPMAIMK U CHIOCOObI OCYIIECTBICHUS TaKUX MPOIECCOB U Me-
TOJIOB.

Hcnonb3oBaHue nmepcoHAJBHBIX JaHHBIX — JACHCTBUS (ONEpallii) C IEPCOHATIbHBIMU J1aH-
HBIMH, COBEpILIAEMbIEC ONEPATOPOM B LIETSAX MPUHATUS PEUICHUHN WM COBEPILCHUS UHBIX ACHCTBUMA,
MOPOKJIAIOUINX IOPUIUYECKHE TOCIEACTBUS B OTHOLIEHUU CyOBEKTa MEPCOHATBHBIX JAHHBIX WU
Opyrux Jul au00 MHBIM 00pa3oM 3aTparuBarolIMX IpaBa U CBOOOJBI CYyObEKTa MEPCOHAIBHBIX
JAHHBIX WU APYTUX JIHIL.

Hcrounuk yrpossl 6e3onacHocT MHGOPMALMK — CYOBEKT JIOCTYIIA, MATEPUATBHBIA 00BEKT HIN
(r3HrUecKoe sIBIEHNE, SIBISIOIINECS PUUUHON BOSHUKHOBEHHUS YTPO3bl 0€3011aCHOCTH MH(OPMAIIHH.

KonTposmpyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 30aHNE, YACTh 3aHUS], TOMEILIEHHE), B KOTO-
POM HCKITFOUEHO HEKOHTPOIIMPYEMOE MpeObIBaHNE TIOCTOPOHHUX JIULI, @ TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX
Y UHBIX MaTE€pHAIIbHBIX CPEICTB.

KonduaeHmaabHOCTh NepCOHATBHBIX JAHHBIX — 00s13aTeIbHOE ISl COOMIOICHUSI OIIEpaTopoM
WJIM MHBIM MOTY4YMBIIMM JIOCTYI K MEPCOHATBHBIM JAHHBIM JIMIIOM TpeOOBaHHUE HE JIOIMYCKaTh UX PacIpo-
cTpaHeHue 0e3 coryacks CyObeKTa MEPCOHATBHBIX TJAHHBIX MM HAMYMS MHOTO 3aKOHHOT'O OCHOBAHMSI.

MeskceTeBoil 3KpaH — JIOKaJbHOE (OTHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-PACTIPEENIEHHOS
IpOrpaMMHOE (IPOrPaMMHO-AMIIAPaTHOE) CPEICTBO (KOMILIEKC), pealT3yIolliee KOHTPOJb 32 HH(pOpMAaIIEH,
TIOCTYTAroMIeH B MH(OOPMAITMOHHYIO CUCTEMY TTEPCOHATBHBIX TAHHBIX 1 (MJTH) BBIXOSIIICH 13 HH(OpMAITH-

OHHOM CHUCTEMBI.



Hapyummrens 6e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — (FB3UUECKOE JIMIIO, CIYYaifHO WITH TIPe/-
HAMEPEHHO COBEIIIAOIIEE JCHCTBHS, CIICACTBUEM KOTOPBIX SIBISICTCS HAapyIIeHHe OS30MacHOCTH TIEPCOHATh-
HBIX JIAHHBIX TP UX 00pabOTKE TEXHMYECKHMH CPEICTBAMH B MH(OPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX
JIAHHBIX.

HeaBToMaTu3npoBanHasi 00padoTKa NMepCOHAJIBHBIX JAaHHBIX — 00pa0dOTKa TEPCOHAIb-
HbIX JaHHBIX, co,uepncaumxcsl B I/IH(bOpM&I.[PIOHHOfI CUCTCMC HepCOHaJILHLIX JAaHHBIX J'II/I6O HU3BJIC-
YCHHBIX M3 TAKOH CUCTEMBI, CYMTACTCSl OCYIIECTBICHHON 0€3 MCIOJIb30BaHUS CPEACTB aBTOMATH3a-
1My (HEaBTOMATH3WPOBAHHOM), €CIIM TaKWe JEHCTBUS C MEPCOHATBHBIMH JaHHBIMH, KaK HUCIIOJIb30-
BaHHE, YTOUHCHHE, PACIIPOCTPAHECHUE, YHUYTOXKEHHE MEPCOHATBHBIX JAHHBIX B OTHOIICHUHU KaXK/10-
To U3 CY6’beKTOB HepCOHaJIBHbIX JaHHBbIX, OCYH_IGCTBJISIIOTCSI HpI/I HCHOCpCHCTBeHHOM yLIaCTI/II/I qe-
JIOBEKa.

HenexnapupoBaHHble BO3MOKHOCTH — (DYHKITOHATIBHBIC BO3MOKHOCTH CPEZICTB BBIYMCIIATEIb-
HOIi TEXHUKH, HE OIMMCAHHBIE WM HE COOTBETCTBYIOIINE OIMMCAHHBIM B IOKYMEHTAIMH, TIPH UCIIOIb30BAHUH
KOTOPBIX BO3MOYKHO HapyIIeHHe KOH(DUICHIMAILHOCTH, JOCTYITHOCTH MU IIEJIOCTHOCTH 00padaThIBacMOi
UH(pOPMAITHH.

HecaHKkiMoHMPOBaHHBIIH 10CTYN (HECAHKIMOHUPOBAHHbIE el CTBUSI) — JOCTYII K MH(OpMALN
W JIefCTBUS ¢ MH(OpMAIIME, HapyIIalolIye paBuiia pa3rpaHuieHus] JOCTYIA C UCTIOIb30BaHUEM IIITaT-
HBIX cpeﬂch, HpGIlOCTaBJI}ICMBIX I/IH(i)OpMaI_II/IOHHI)IMI/I CcCuUcreMaMun HepCOHaJH)HI)IX JTAHHBIX.

Hocurens nHgopmanum — GU3HIECKOS JIMIO WM MaTePHAILHBIA O0BEKT, B TOM YHCIE (U3IUe-
CKO€ TI0J1€, B KOTOPOM MH(OpMAILIUs HAXOIUT CBOE OTPAKEHUE B BU/IE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHH-
YeCKHX PEIIICHNH 1 TPOIIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHK (DU3NICCKUX BEITHMYHH.

O0e3IMYMBaHNe MEPCOHAIBHBIX JAHHBIX — JICUCTBUS, B PE3yJIbTaTe KOTOPHIX HEBO3MOXK-
HO onpenenﬂﬂ, HpI/IHaI[J'Ie)KHOCTI) HepCOHa.TII)HBIX JaHHBIX KOHerTHOMy CY6’BCKTy HepCOHaJ'IBHI)IX
JaHHBIX.

O0pa0oTka NMepcoOHAIbHBIX JAAHHBIX — JCHCTBUS (Omepanuu) C MEPCOHANBHBIMU JTAHHBIMHU,
BKJTIOYast COOp, CUCTEMaTH3aIINIO, HAKOIUICHHE, XpaHEeHNe, YTOUHEeHHE (OOHOBIICHHE, N3MEHEHHE), UCTIONb-
30BaHuE, pacrpocTpaHeHue (B TOM YHMCIIE Mepeaavy), 00e3IMurMBaHue, OJIOKUPOBAHUE, YHUUTOXKECHHUE TIEP-
COHAJIBHBIX JAaHHBIX.

OO01menocTynHble NePpCOHAIbHbIE JaHHBIE — MEPCOHATBbHBIC JaHHBIE, JOCTYN HEOTpaHU-
YCHHOT'O prra JINI K KOTOpBIM HpeJIOCTaBJ'ICH C corjiacusa CY6’B€KT3 HepCOHaHBHBIX JAaHHBIX UJINX Ha
KOTOpBIC B COOTBETCTBUH C (pe/lepabHBIMH 3aKOHAMH HE PacIpOCTpaHsIeTcs TpeOOBaHUE COOIFO-
JEHUS] KOH(PUICHIINATHHOCTH.

OnepaTop (MepcOHATBHBIX JAHHBIX) — TOCYJAPCTBEHHBIA OpraH, MYHHUIIMIAIBHBIA Opra,
IOPUIMUECKOE WIH (PU3UUECKOE JIMII0, OPTaHU3YIOoIIee U (MJIM) OCYIIECTBIISIIONIEe 0OpabOTKY MepCoOHAThb-

HBIX TAHHBIX, a TAKKE OIMPEACIIAIOIINC LEIN 1 COACPKAHUEC O6pa6OTKI/I NEPCOHATIBHBIX TaHHBIX.



IlepexBaT (MHpOPMaNMKN) — HEPABOMEPHOE IMOJIydyeHHE UHPOPMALIUU C HCIIOIb30BaHUEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBISIONIEr0 OOHApYKEHHE, TPHeM U 00paboTKy MH(OPMATUBHBIX
CHTHAJIOB.

IlepconasnbHble JaHHbIe — Tr00as uH(OpManuMs, OTHOCIMIAsCA K ONPEICICHHOMY WIH
OIpeIeTsIEMOMY Ha OCHOBAaHHMHM Takod MH(popManuu puzndeckoMy Juiy (CyObEKTY MepCOHAIBHBIX
JAHHBIX ), B TOM YHCJE ero (haMuins, UMsi, OTYECTBO, I'OJ], MECSIL, J1aTa U MECTO POXKACHUS, aapec,
ceMeliHoe, COolMaNTbHOE, UMYIIIECTBEHHOE IOJIOKEHHE, 0Opa3oBaHue, nmpodeccusi, T0XO0Ibl, Apyras
nHpopmarnus.

IMo6ouHbIE 3JIEKTPOMATHUTHBIE U3JIYyYeHHs] U HABOAKH — 3JIEKTPOMArHUTHBIC W3Ty4CHHUS
TEXHUYECKUX CPEACTB 00pabOTKH 3ammuiaeMoil HHPOPMAIK, BO3HUKAIOIINE KaK MOOOYHOE sIBIIE-
HUE W BBI3BAHHBIC AJIEKTPUUYECKUMH CUTHAJAMHU, ACUCTBYIOIIMMH B MX JJIEKTPUYECKHX M MAarHUT-
HBIX LETSX, a TAKKE JIEKTPOMArHUTHBIC HABOJKH 3THX CUTHAJIOB HAa TOKONIPOBOISIIHNE JINHUU, KOH-
CTPYKLIMH ¥ [ETIN TIUTaHUSI.

IMonuTHKA «YHCTOrO CTOJa» — KOMILJICKC OPTaHW3allMOHHBIX MEPOIPHUATHH, KOHTPOIUPY-
IOLUX OTCYTCTBHUE 3aIIMChIBAHUS Ha OyMaXKHbI€ HOCUTEIH KIIIOUEH U aTpuOyTOB J10CTyNa (TMaposieit)
Y XpaHEeHUs UX BOJIIM3U OOBEKTOB JIOCTYTIA.

IMoab30BaTesb HHGOPMALMMOHHONW CHCTEMBbI MEPCOHATBHBIX JAHHBIX — JIUIO, Y4aCTBY-
fomiee B QyHKIIMOHMPOBAHUN MH(POPMAIIMOHHON CHCTEMBI NEPCOHAIBHBIX AAHHBIX WM HCIIOIb3Y-
IOIIEe PE3YNIbTATHI €€ ()YHKIIMOHUPOBAHHSI.

IIpaBuia pasrpaHuyeHus J0CTYNAa — COBOKYITHOCTh IPAaBHJ, PETJIAMEHTUPYIOUIUX IIpaBa
JIOCTyTIa CYOBEKTOB JIOCTYIA K 00BEKTaM JIOCTyIA.

IMporpaMmMHas 3aKjagKa — KOl IIPOTPaMMBbI, TIPETHAMEPEHHO BHECEHHBI B MPOTPaMMy C
[ENTBI0 OCYIIECTBHUTh YTEUKY, M3MEHUTH, OJIOKMPOBATH, YHUUTOXHUTH WH(OPMAIHMIO WU YHUYTO-
XKHUTh U MOJU(PHUIMPOBATH IPOrpaMMHOE o0ecriedyeHre HHHOPMAIIMOHHON CUCTEMbI IIEPCOHAIBHBIX
JAHHBIX U (M1K) OJOKHUPOBATh allnapaTHbIE CPE/ICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTHYeCKOe) BO3/1eiiCTBHE — HECAHKIIMOHHMPOBAHHOE
BO3/ICHICTBHE HA PECYpChl aBTOMAaTHU3WPOBAHHON MH()OPMAIIMOHHON CHCTEMBI, OCYIIECTBISIEMOE C
UCII0JIb30BaHUEM BPEIOHOCHBIX POTrPAMM.

PackpbIiTHE NepPCOHATBHBIX JAHHBIX — YMBIIUIEHHOE WM CllyyailHOe HapylleHHe KOH(U-
JICHIINATBHOCTH TIEPCOHANBHBIX TaHHBIX.

PacnpocTtpaHeHue NepPCOHAJBbHBIX JAHHBIX — JICHCTBUS, HAlpaBICHHBIE HA Tepeaady
NEPCOHANBHBIX JAHHBIX OIpPEICIIEHHOMY Kpyry Jull (Iepefaya MepCOHANbHBIX JAaHHBIX) WIM Ha
O3HAKOMJICHHE C NIEPCOHATBHBIMH JIAaHHBIMU HEOIPAaHUUYEHHOT'O KPYra JIUII, B TOM 4Hcie 00Hapo0-
BaHME MEPCOHABHBIX JIAHHBIX B CPEACTBAaX MAacCOBOW WH(pOpMAIHMHU, pa3MelleHne B WH(OpMAIIH-
OHHO-TEJICKOMMYHHUKAIIMOHHBIX CETSAX WM TMPEIOCTaBICHUE JOCTYNa K TEPCOHAIBHBIM JTAHHBIM

KaKMM-JIH0O UHBIM CIIOCOOOM.



Pecypc mH(pOpPMALIMOHHOM CHCTEMbI — UMEHOBAaHHBINA 3JIEMEHT CHUCTEMHOIO, IPUKJIAJHOTO
WIN anmapaTHoro odecneueHus pyHKIIMOHUPOBAHHS WH(POPMAIIMOHHON CUCTEMBIL.

CnenmnanbHble KATETOPUM MEPCOHAIBHBIX JAHHBIX — [IEPCOHANILHBIC JaHHbIEC, KaCaOLH-
ecsl PacoBOil, HALIMOHAJIBHOM MPUHAUIEKHOCTH, TOJTUTUUYECKUX B3TJISA0B, PETUTHO3HBIX WU (HUI0-
copckuX YOIKICHHIA, COCTOSHUS 3JOPOBbSI U HHTUMHOM JKHU3HH CYOBEKTa IEPCOHAIBHBIX JaHHBIX.

CpencrBa BIMHCIUTEIbHOI TEXHUKH — COBOKYITHOCTb ITPOIPAMMHBIX M TEXHUUCCKHX AJIEMEHTOB
CHCTeM 00PabOTKH TAaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSTEIHHO WU B COCTABE IPYTUX CH-
CTEM.

Cy0bexT nocryna (cy0beKT) — JIMIIO WM MIPOLIECC, IEMCTBHS KOTOPOrO periiaMeHTUPYIOTCS mpa-
BUJIAMH Pa3TPaHUUYEHUS IOCTYIIA.

TexHuuYeckuii KaHaJ yTedKd HHPOPMALMH — COBOKYITHOCTh HOCHTENSI HH(MOpMAIHH (CpecTBa
00pabOTKH), (PM3UIECKOM Cpelbl pacipOCTpaHeHUs] MHPOPMATUBHOTO CHTHAIA U CPEJCTB, KOTOPHIMHU JI0-
ObIBaeTcs 3aruiaemMas MHGOpMAaIIUs.

Texnuyeckue cpeacrsa WHGOPMAIMOHHON CHCTEMBbI MEPCOHAIBHBIX JAHHBIX — CPEJICTBA
BBIUHCITUTEIFHON TEXHHUKH, HH(POPMALIOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEJICTBA M CHCTEMBI
niepenayy, nprema u oopadotku [1/1H (cpeacTsa v cucTeMbl 3BYKO3AIHMCH, 3BYKOYCHIIEHHS, 3BYKOBOCIIPOM3-
BEJICHUSI, TIEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBJICHHUS, TUPAKUPOBAHUS JIOKY-
MEHTOB U JIPYTHe TEXHUUECKHE CPeICTBAa 00pabOTKU peueBoid, rpaieckor, BUICO- U OYKBEHHO-IM(POBOI
UH(pOPMALH ), TIPOrPAMMHBIE CPEJICTBA (OIEpaIMOHHBIE CUCTEMBI, CHCTEMBI YIIPABJICHUs 0a3aMU TaHHBIX U
T.IL.), CPEACTBA 3aLUTHI HHPOPMAIIH, IPUMEHSEMBbIE B UH(DOPMAIIMOHHBIX CUCTEMaX.

TpancrpanuyHasi nepeiaya nepcoHAIbHBIX JaHHBIX — Mepeada MepCOHANbHBIX JaHHBIX
onepatopoMm uyepe3 ['ocymapcTtBeHHyto rpanuny Poccuiickoit ®denepanui opraHy BJIacTH HHO-
CTPaHHOTO TOCY/IapCTBa, GU3NIECCKOMY HITU FOPUIMYECKOMY JIUIY HHOCTPAHHOTO TOCY/IapCTBa.

Yrpo3bl 0e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBHUI M (haKTOPOB, CO3/IA0-
[IMX OIMACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHCIIE CITy4aifHOTO, JOCTYIA K MEPCOHANIBHBIM JTAHHBIM,
PE3yIIbTaTOM KOTOPOTO MOXKET CTaTh YHWUYTOXKEHHE, W3MEHEHHE, OJIOKMpOBAaHKE, KOIMMPOBAHHUE, PacIpo-
CTpaHEeHHE MEPCOHATBHBIX JAHHBIX, & TAK)KE HHBIX HECAHKIIMOHNPOBAHHBIX JICHCTBHUIA TIPH MX 00paboTKe B
MH(DOPMAIIIOHHOM CHCTEME MTEPCOHATIBHBIX JAHHBIX.

YHUYTOKeHHE MEePCOHATBHBIX TAHHBIX — JICUCTBUS, B pe3yJIbTaTe KOTOPHIX HEBO3MOXKHO BOC-
CTaHOBUTH COJICPKaHHE TIEPCOHATBHBIX JIAHHBIX B TH()OPMAIMOHHOM CHCTEME TTePCOHATBHBIX JAHHBIX WITH B
pe3yJIbTaTe KOTOPBIX YHUUTOXKAOTCSI MaTepUAbHBIE HOCUTENN TIEPCOHATBHBIX TaHHBIX.

Yr1euka (3auminaemoii) HHGOPMALIMM MO0 TEXHUYECKMM KAHAJAM — HEKOHTPOJIMPYEMOE pac-
IpocTpaHeHre MH(OpMaIMK OT HOCHTEIS 3allIaeMoi HH(OpMaIiK yepe3 (GU3MIECKyIo Cpety 10 TEXHU-
YeCKOT0 CPEJICTBA, OCYIIECTBILIIOIIETO TIepeXBaT HHPOPMAITHH.

YS3BUMOCTB — CITAa0OCTh B CPEZCTBAX 3aIllUTHI, KOTOPYIO MOYKHO MCIOJIB30BaTh TSI HAPYIICHUS

CHUCTEMBI NI CO,Z[Cp)K&H.[GﬁCH B Helt I/IH(I)OpMaI_II/II/I.
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LestocTHOCTH MH(OPMALIMH — CIIOCOOHOCTH CPEJICTBA BBIYMCIIUTEIBLHON TEXHUKH WM aBTOMAaTH-
3UPOBAHHOM CHCTEMBI 00ECTICUNBATh HEU3MEHHOCTh MH(OPMALIMU B YCIIOBUSIX CITy4aifHOTO W/WIH TIpeHa-

MEPEHHOTO HCKKEHUS (Pa3pyILICHHS ).



OBO3HAYEHUSA U COKPALLIEHUSA

ABC — aHTUBUPYCHBIE CPEICTBA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTo

BTCC — BcnoMoraresbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
WCTI/1a — nadopmarmoHHas CcTeMa IMepCOHATBHBIX JTAHHBIX
K3 — konTponmpyemas 30Ha

JIBC — nokasbHast BBIMMCIUTENbHAS CETh

MD — MexceTeBoi FKpaH

HC/] — HecaHKIIMOHMPOBAHHBIN JOCTYII

OC — onepatmoHHas cucrema

OV — 00pa3oBaTebHOE YUPEIKICHHE

[T/11 — nepcoHanbHbIE JaHHBIE

IIMB — nporpaMMHO-MaTeEMaTU4ECKOE BO3ICHCTBUE

I1O — mporpamMMHOe obecrieueHne

[IOMUH — noGouHbIe YeKTPOMArHUTHBIE U3ITY4eHHS U HABOJKU
CA3 — cucrema aHanu3a 3alIAIIEHHOCTH

C3U — cpencTBa 3amuThl HHGOPMAITUH

C3I1d1 — cucteMa (moAcucTeMa) 3alUThl IEPCOHAIBHBIX JaHHbBIX
COB - cuctema 06HapyKeHUsI BTOPKEHUIN

TKYU — Texnndeckue KaHaibl yTeUKd HHOpMAIN

VYBI1/IH — yrpo3bl 0€30MacHOCTH EPCOHATIBHBIX JTAHHBIX

AUB — AnvmunHncTparop nH(GOpMaIMOHHON 0€3011acHOCTH



BBEJAEHHUE

Hacrosmas Ilonutuka wHbopmarmonHoi Oe3omacHoctu (manee — Ilomutuka) MBOY
«lkoma Ne 140» (nanee - OY) sBisiercss 0QUITHATEHBIM JOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBHH C IIENISIMH, 33[ja4aMH U NIPUHLIUIAMHA 00eCIIeYeHUs
0€3011aCHOCTH NIePCOHANBHBIX JTaHHBIX, H3JI0KEeHHBIX B KoHuenmmu nHpopmaronHoi 6e3omacHo-
ctu UCIT/Ia OVY.

[Tonutuka pazpaboraHa B COOTBETCTBUHM ¢ TpeOoBaHusMU DenepanbHOro 3akoHa oT 27
utonst 2006 T. Ne 152-®3 «O nepconanbHbIX AaHHBIX» U [locranosnenus IlpaButensctBa PO ot
01.11.2012 Ne 1119 "O6 ytBepkaeHUH TPEOOBAHUN K 3aIUTE NEPCOHANBHBIX JAHHBIX MPU UX 00-

pa60T1<e B I/IH(bOpMaI_[I/IOHHI)IX CUCTCMAX IMCPCOHAIIbHBIX I[aHHBIX", Ha OCHOBAHHNU:

= «PeKOMeHI[aHI/Iﬁ o obecrneyeHnIo 0e30IacHOCTH NEPCOHAJIBHBIX JAaHHBIX IIPU HUX 06pa—
0OTKE B I/IH(I)OpMaI_II/IOHHLIX CUCTEMAX MECPCOHAIbHBIX NAHHBIX», YTBCPIKICHHDBIX 3amecTuTeneM AN~

pexropa @®CTIK Poccum ot 15.02.2008 r.;

- «TunoBeIx TpeOOBaHMU O OpPraHU3AIMK U OOeCTeYeHHI0 (DYHKIIMOHUPOBaHUs MHDpPO-
BAIBHBIX (KPUNTOTpaQUIECKHX) CPEACTB, MPEeIHA3HAUYCHHBIX IS 3alIUThl HHPOPMALIUH, HE COAEP-
JKalllell CBEJEHUH, COCTAaBJLIOIIMX TOCYJAapCTBEHHYIO TaliHy B Cllyda€ HUX HCIOJb30BaHUSA Ul
oOecrieyeHHs: 0€30MaCHOCTU MEPCOHATBHBIX JAHHBIX NMPU UX 00paboTKe B MH(MOPMAILMOHHBIX CH-
CTeMax IEPCOHAIbHBIX JAHHBIX», YTBEPXACHHbIX pykoBoacTBoM & Ilentpa ®CH Poccun
21.02.2008 r. Ne 149/6/6-662.

B IlonuTtuke onpezaeneHsl TpeOOBaHUS K IEpCOHay, 3ajeiicTBOoBaHHOMY B pabore ¢ MC-
[Tz OV, creneHb OTBETCTBEHHOCTH MEpCOHAla, CTPYKTypa M HEOOXOIUMBIM YpOBEHb 3allUIICH-
HOCTHU, CTaTyC M JOJKHOCTHBIE 00SI3aHHOCTH COTPYJIHUKOB, OTBETCTBEHHBIX 3a obOecrieueHue 0e3-

OMACHOCTH NepcoHanbHbIX HaHHbIX B UCII/IH OV .
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1. O01ue mo10xKeHus

Ienpro Hactosmmeit [oauTukuy sBiasercs odecnieueHrne 0€30macHOCTH 00BEKTOB 3amuTel OY
OT BCEX BHJIOB YI'pO3, BHEIIHUX W BHYTPECHHHX, YMBIIUICHHBIX W HEMPEIHAMEPEHHBIX, MUHUMH3a-
s yiiep0a oT BO3MOXKHOM peanm3aruu yrpo3 6esonacuoctu [11a (YBIT/IH).

EG3OHaCHOCTb HepCOHaJIbHBIX JAaHHBIX OJOCTUTACTCA HYTGM HCKIIHOUCHU S HecaHKHI/IOHI/IpO-
BaHHOT'O, B TOM YHCJIE CIIY4alHOTO, JIOCTYyMa K MEPCOHAIBHBIM JIaHHBIM, PE3yJbTaTOM KOTOPOTO
MOXXET CTaTh YHHYTOXXEHHE, U3MEHEHHe, OJIOKMpOBaHUE, KOMMPOBAHUE, PaCIIPOCTpaHEHUE MEePCO-
HaJbHBIX JAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUH.

WNudopmanus u cBA3aHHBIC ¢ HEW Pecypchl TOHKHBI OBITh JOCTYITHBI 7Sl aBTOPU30BAaHHBIX
noJsib3oBareseil. JI0MKHO OCYIIECTBISATHCS CBOCBPEMEHHOE OOHApyXEHHUE M pearupoBaHUE Ha
VYBII .

JIOKHO OCYIIECTBIATHCS MPEAOTBPAIllEHUE TPETHAMEPEHHBIX UM CIIyYaiHbIX, YACTHUHBIX
HJIN ITOJIHBIX HGC&HKHI/IOHI/IPOBaHHI)IX MOI[I/I(l)I/IKaHI/Iﬁ NN YHI/I‘ITO)KCHI/UI JOAHHBIX.

CocTaB 00BEKTOB 3aIUTHI IPEICTABIICH B IIEPEYHE 3aIUIIIACMON HHPOPMAITUH.

Cocras UCIIlH moanexamux 3amuTe, npeacraBieH B OTueTe 0 pe3ynbTrarax MnpoBeleHus

BHYTpPEHHEN MPOBEPKH.
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Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc

2. O0aacThb neiicTBus

TpeboBanust HacTosmier [lomuTrky pacmpocTpaHsArOTCs Ha BceX coTpyaHukoB OV (mrrart-
HBIX, BP€MEHHBIX, pa0OTaIOIIUX 10 KOHTPAKTY U T.I1.), @ TAKXKE BCEX MPOUUX JIUI — IIPe/ICTaBUTENIeH
OpraHM3aiuii, KOTOpble HaXOJATCS B JOTOBOPHBIX OTHOWEHUSAX ¢ OY (moapsauuku, ayJuTopsl U

T.IL.).
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3. Cucrema 3alIUTHI MEPCOHAJIBHBIX TaHHBIX

Cuctema 3amuThl nepcoHaibHBIX JaHHBIX (C3I1JIH) cTponTCcs HA OCHOBAaHUH:

- Otuera 0 pe3ysbTaTax MPOBEICHUS BHYTPEHHEH MpOBEpKH (pa3zpabaThiBaeTcs UHAUBHUIY-

AJIBHO /17151 00Pa30BaTENBHOTO YUPEKICHHS);

- Ilepeuns 3amuiiaemoii HHGOpPMAaLINY,

- Monenu yrpo3 6e30MacHOCTH NePCOHANBHBIX JaHHBIX (pa3padaTbIBaeTCsi MHIMBUIYAIHHO
111 00pa30BaTEIbHOIO YUPEIKICHUS);

- TTonoxxeHus 0 pa3rpaHUYEeHUH MPaB JAOCTyNa K 00pabaThiBaeéMbIM NEPCOHATBHBIM JaHHBIM

(PazpemuTenbHas cuctemMa 10CTyna K IEPCOHAIBHBIM JIaHHBIM);

- PykoBomsmux nokymenToB ®CTIOK u ®Ch Poccun.
Ha ocHOBaHuU A3THX JOKYMEHTOB OIpeAeNnsieTcsi HeoOXOMUMBIA ypoBeHb 3amuiieHHocTd [1J[x
ka0t UCII[In OY. Ha ocHoBaHuM aHa/IM3a aKTyalbHBIX YIpO3 oe3omacHoctu I1/IH, onucaH-
HOrO B Mozenu yrpo3 u OTtdera 0 pe3ysbTarax MpOBEICHUsSI BHYTPEHHEU MPOBEPKH, JCIAETCS 3a-
KJIFOUEHHE O HEOOXOJMMOCTU MCIIOJIB30BAHMS TEXHUUECKHX CPEACTB UM OpPraHU3AIMOHHBIX MEpPO-
npusaTuil 1 oobecnieuenus 6e3omacHoctu I1/[H. BeiOpanHble HEOOXOAMMBIC MEPOIPUATHS OTpa-
)arotcs B [mane meponpusituii mo odecnedeHuto 3amuthl [T/1H.

Hns xaxmont UCIIAH nomkeH OBITH COCTaBICH CIHUCOK HMCIOJB3YyeMbIX TEXHUYECKHUX
CPEJICTB 3aIUTHI, a TAK)KE MIPOrPaMMHOTO O0ECTIIeUeHHsI, yaacTByromero B oopadorke I1/1H Ha Bcex

snementax UCIIIH:
- APM nons3oBareneil.
- CepBepa nprIoKEHUH.
- CYB/I.
- I'panunst JIBC.

- Kananbl nepegauu B ceTu oOIIETO MOJB30BAHUS U (MIIH) MEXIYHAPOJAHOTO OOMEHa, eCIH
1o HuM nepenatorcs [1J1H.

B 3aBucumoctu ot ypoBus 3ammineHHoctd UCIIH u akryansubix yrpos, C3I1[a moxer
BKJIFOYATh CJIEYIOLIME TEXHUYECKUE CPEIICTBA:

- aHTUBHUPYCHBIE CPEACTBA JIJIsl pabOYMX CTAHIIUI MOIb30BATENEH 1 CepBEPOB;

- CPEIICTBA MEKCETEBOI0 DKPAaHUPOBAHMS;

- cpeAcTBa KpunTorpaduyeckoi 3amuThl MHPOPMALNH, TIPU Tepeaade 3aluiiaeMoil uH-
dbopMaruu 1o KaHajaam CBSI3U.

Take B CHUCOK JIOJDKHBI OBITh BKITIOUSHBI (DYHKIIUU 3aIIUThI, 00eCTIeYNBAEMbIE IITATHBIMU
cpeactBamu 00padoTku [IJIH omeparmoHHBIME cucTeMamu, npukianabiM 10O U cnenuaibHBIMU

KOMILJIEKCaMH, peaTu3yIOMUMH CpeACTBa 3amuThl. CUCOK (DYHKITMI 3alTUThI MOXKET BKIIIOYATh:
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Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

- YIpaBJiEHUE U pa3rpaHHUuECHUE JOCTYIIA MMOIb30BATENEH;

- PETUCTpAIUIO U YYET NeHCTBUI C nH(pOpMAIHeH;

- o0ecrneycHuE IESITOCTHOCTH TaHHBIX;

- o0HapyXCHHUE BTOPIKESHUH.

CHHCOK HUCIOJIb3yeMbIX TEXHHUECKUX CPEICTB oTpakaercs: B [inane meponpusTuii mo odec-
MEYEHUIO 3aIUThl EPCOHATBHBIX JaHHBIX. CIUCOK HCIOJb3yEeMbIX CPEJICTB JOJKEH MOAJIEPKU-
BaTbCsl B aKTYaJbHOM COCTOSIHHMH. [Ipn M3MEHEHHMHM COCTaBa TEXHUYECKHX CPEACTB 3alIUTHI HIIH
anemenToB MCIIJIH, cCOOTBETCTBYIOIIME M3MEHEHHS JIOJDKHBI ObITh BHECEHBI B CIIMCOK W yTBEp-

*KAeHbI qupekTopoM OV Wi TUIIOM, OTBETCTBEHHBIM 3a oOecnieuenue 3ammThl [1J]H.
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4. TpeooBanus k noacucremam C3I1In

C3I1/Ix BIrOYaeT B ceOsl CICTYIONTNE TIOICUCTEMBI:
- YIpaBJICHUS TOCTYIIOM, PETUCTPAIIUU U yUeTa;

- obecrneyeHus LHEJIOCTHOCTH U JOCTYITHOCTH,

AHTUBUPYCHOMU 3aIIUTHI;
- MEXCETEBOr0 3KpaHUPOBAHUS,
- aHaNu3a 3alUIICHHOCTH;

- 00HapyKeHUS BTOP>KEHUM;

KpUNTOTrpapUuecKon 3aIlUThl.

[Toacuctemsr C3II[IH uMeroT pa3nuuHyro (YHKIIMOHAIBLHOCTh B 3aBHCHUMOCTH OT Kjacca
WCII[H, ompeneneHHoro B AkTe KiaccHpUKAUMK HH()OPMAITMOHHOW CHUCTEMBI TEPCOHAIBHBIX
nansabiX. Crmcok cootBetrcTBUs yHKmid moacucreM C3I1/[H kinaccy 3amuIIeHHOCTH TPEACTaBICH

B [Ipunoxenun 1.

4.1. TloacucreMsbl ynpaBjeHHS JOCTYIIOM, PerHCTPallii H Y4eTa

[Toncucrema ynpaBiieHUs JOCTYIIOM, PETUCTPALlMU U YUeTa IIpe/lHa3HaueHa JJIsl peaau3aluu
CJIEAYIOINX (QYHKIHUIL:

- UJIEHTU(DUKALUU U IPOBEPKH MOJUTMHHOCTU CyOBeKTOB foctyna npu Bxozae B UCIT/H;

- UJIEHTU(UKALUN TEPMUHAJIOB, Y3JI0B CETH, KAaHAJIOB CBSI3U, BHEIIIHUX YCTPOMCTB IO JIOTH-
YECKUM UMEHaM;

- uAeHTU(UKAIIMK TIPOrpaMM, TOMOB, KaTajoroB, (aisioB, 3aluceid, MOJje 3amucel 1Mo
MMEHaM;

- peructpanuu Bxoja (BbIX0Ja) CyObEKTOB JOCTyla B CUCTEMY (U3 CHUCTEMBI), JINOO peru-
CTpalLlMy 3arpy3KH U HHULUAIU3ALMH ONIEPallMOHHON CUCTEMBI U €€ OCTaHOBA.

- perucTpanyy IMOMbITOK JOCTyIa MPOrpaMMHBIX CPEIACTB (IpOrpaMm, MpOILECCOB, 3ajad,
3aJ]aHMif) K 3aIKIIaeMbIM ¢aitiam;

- perucTpanuy MONbITOK JOCTYNa MPOrPaMMHBIX CPEICTB K TEPMHMHAJIAM, KaHajaM CBS3H,
nporpaMMam, ToMam, Katajuoram, (aiinam, 3anucsM, MoJIsM 3arucei.

[Toncucrema ymnpaBieHUS JOCTYIOM MOKET OBbITh peaqu30BaHa C IOMOIIbIO IITATHBIX
cpenctB obopabotku [1JIn (omepammonnsix cuctem, npuioxkennit 1 CYBJl). Takke MoxeT ObITh
BHEJIPEHO CIIELIMAJIbHOE TEXHUYECKOE CPENCTBO WM UX KOMIUIEKC, OCYIIECTBIISIONINI JTOMOIHU-
TEJIbHbIE MEpPbI MO ayTeHTH(UKAIUU U KOHTpoio. Hampumep, mpuMeHEHHE €IMHBIX XPaHMIIHUIL
YUETHBIX 3alHcell MoJib30BaTeNied M PErMCTPAallMOHHONW MH(OpMAalMH, HCIONIb30BaHHE OHMOMETpH-

YECKUX U TEXHUYECKUX (C TIOMOIIBIO 3JIEKTPOHHBIX IPOMYCKOB) MEpP ayTeHTU(DUKAIIUU U IPYTHX.
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4.2. Tloacucrema obecriedeHusl HEJOCTHOCTH U JOCTYIHOCTH

[Toncucrema obecrieueHus 1EIOCTHOCTH U JOCTYITHOCTH MpeaHa3HaueHa 1Jig 00ecredeHUs
1esnocTHocTd U goctynHoctu [1JIH, mporpammubix u annapaTtHbix cpeacts UCIIIn OV, a takxke
CPEJICTB 3alUThl IPU CITYYAHON WIIM HAMEPEHHON MOTU(PUKALINH.

[Toxcucrema peanu3yercs ¢ IOMOMIbIO OPTaHU3AIMH PE3EPBHOTO KOMUPOBAHUS 00padaThI-

BAE€MbIX JIaHHBIX, & TAKXKE pe3epBUpOBaHUEM KIt0UeBBIX deMeHTOoB MCII/IH.

4.3. TloacucTeMa aHTUBMPYCHOI 3alIMTHI

[Toacucrema aHTUBHMPYCHOHM 3alIMTHI MpeIHA3HaueHa JUIs 00ecreueHus aHTUBUPYCHON 3a-
muThl cepepoB 1 APM nonw3osareneit UCII[In OVY.

CpencTBa aHTUBUPYCHOM 3aLUTHI IPEeIHA3HAUYEHBI AJIS pealIn3aluy CIeyomuX QyHKIUI:

- PE3UIEHTHBI aHTUBUPYCHBII MOHUTOPHHT;

- AaHTUBMPYCHOE CKaHUPOBAHUE;

- CKpUNT-0JIOKUPOBAHHE;

- [IEHTpaJIM30BaHHAs/yIalleHHAass YCTAHOBKA/IEMHCTAUISIUS AaHTUBUPYCHOTO TPOJYKTA,
HACTPOWKa, aIMUHUCTPUPOBAHKE, IPOCMOTP OTYETOB M CTATHCTHYECKOW MH(OpManuu 1o padorte
IIPOJIYKTA;

- aBTOMATU3MPOBAHHOE OOHOBJIEHHUE AaHTUBUPYCHBIX 0a3;

- OrpaHMYECHHME IpPaB IIOJI30BATEIS HA OCTAHOBKY MCIIOJHSAEMBIX 3aJad U HM3MEHEHHUE
HACTPOEK aHTMBUPYCHOI'O IPOTPaMMHOT0 00eceueHus;

- aBTOMAaTU4ECKHH 3aIlyCK cpa3y I10CIIE 3arpy3KH ONEPAllMOHHON CUCTEMBI.

IToacucrema peanusyercs IyTeM BHEAPEHUS CIELHUAIBHOIO aHTUBUPYCHOTO IIPOTPaMMHOIO

obecnieuenust Ha Bce aneMenTs UCII/IH.

4.4. TloacucTeMa MeKCeTeBOI0 IKPAHHPOBAHUS

[Toncucrema MeXCETEBOTO 3KpAaHUPOBAHMS MpeJHAa3HAueHa Ul peau3aliM CeTyIoLX
GyHKIMI:

- (UIbTpAIMK OTKPBITOrO U 3alIMPpoBaHHOrO (3aKpbITOro) IP-rpaduka no pazauuHbIM na-
pameTpaM;

- (ukcanuu BO BHYTPEHHHUX KypHajaX MH(OpPMAMU O MPOXOJAIIEM OTKPHITOM U 3aKpbl-
toM [P-Tpaduxe;

- UIeHTU(UKALUN U ayTeHTHU(PUKALUK aIMUHUCTPATOpa MEXKCETEBOTO dKpaHa MpH €ro Jio-
KaJIbHBIX 3allpocax Ha JOCTYI;

- perucTpaiuu Bxoja (BhIX0Aa) aIMHHHCTPATOPA MEXCETEBOTO KpaHa B CUCTEMY (W3 CH-

CTeMBI) h11%(s10) 3arpys3Kv 1 "HUIIUAJIHU3alllu CUCTEMEBI 1 €€ IIPOIrPpaMMHOT'0O OCTAHOBA,

- KOHTPOJIS HEJIOCTHOCTU CBOEH MPOrpaMMHOM U HH(OPMALIMOHHON YacTH;
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- (uIpTpaM NaKETOB CIYKEOHBIX MPOTOKOJIOB, CIY)KAIMX U AUArHOCTUKH U yIIpaBiie-
HUS pabOTOM CETEBBIX YCTPOUCTB;
- (uIpTpaMM C y4eTOM BXOJHOTO M BBIXOJHOTO CETEBOr0 MHTEpdeiica Kak cpeicTBa Mpo-

BCPKHU NOAJIMHHOCTH CECTCBBLIX aAPCCOB,
= perucTpanuvy U yd€Ta 3alpaliuBacMbIX CEPBHUCOB IIPUKIAAHOIO0 YPOBHS,

= 6J'IOKI/IpOBaHI/I$I J0CTYyIIa HeI/II[eHTI/I(bI/II_[I/IpOBaHHOFO 00BEeKTa MIIU CY6"beKTa, INOMJJIMHHOCTD

KOTOPOTO MpHU ayTeHTU(PHUKAUU HE MOATBEPAIIACh, METOAAMU, YCTOWYMBBIMU K I1€PEXBATY;

= KOHTPOJIA 3a CETEBOIl aKTHBHOCTBIO HpI/IJ'IO)KeHI/Iﬁ u O6H&py>KeHI/Iﬂ CCTCBbIX aTak.
HOI[CI/ICTGMa PEAIU3YETCA BHCAPCHUEM IIPOTIrpaMMHO-aIIapaTHbIX KOMIIJICKCOB MEXKCETCBO-

ro sKkpaHupoBanus Ha rpanuue JIBC, kiaccoM He HIkeE 4.

45. TogcucreMa aHAAM3a 3AIMUILEHHOCTH

[Toncucrema aHanu3a 3alIMIIEHHOCTH JOJDKHA OOECeuuBaTh BBIABICHUS YSI3BUMOCTEH,
cBsizaHHBIX ¢ ommOKkamu B KoHurypamuu 10 HMCII[H, xoTOphle MOTYT OBITH HCIOJIB30BaHBI
HapyIIUTEIEM JUIsl peau3alii aTaku Ha CUCTEMY.

OYHKIMOHATBHOCTh OJCUCTEMBI MOXKET OBITh peaii30BaHa MPOrpaMMHBIMH U IIPOrpaMM-

HO-allliapaTHbIMU CPCACTBAMMU.

4.6. Tloacucrema o0HApY:KeHUS] BTOP:KEHHU I

[Toncucrema 0OHAPYKEHUST BTOPKEHUH JI0JDKHA 00ECTIICUNBATh BBISIBJICHUE CETEBBIX aTaK Ha
aneMeHThl MCIT/IH, MOAKITIOYEHHBIC K CETSM OOILEro MOJIb30BaHUs U (HJIH) MEXIYHAPOIHOTO 00-
MEHa.

@OYHKIMOHATBHOCTh MOJCUCTEMBI MOXKET OBITh peaan30BaHa MPOrpaMMHBIMU U IIPOTrPAMM-

HO-allllapaTHbIMU CPCACTBAMMU.

4.7. TloacucreMa KpuNTOrpadgpuyeckoi 3ammMThI

[Toacucrema kpunrorpaduyueckoi 3amuThl npenHasHadeHa s uckiaouenus HCJL k 3a-
muniaemoit napopmanuu B UCIIIn OV npu ee nepeaaye no kaHajgam CBS3M ceTell 0OIIEero Mojib-
30BaHUS U (MIIM) MEXYHAPOJIHOTO0 OOMEHa.

[Toncucrema peanusyercs BHEIPEHHEM KpHUNTOrpadUyecKuX MpOrpaMMHO-aNIapaTHIX

KOMIIJICKCOB.
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5. Tloas3oBarean UCII/In

B Konnenuunu nHbOpMaIIMOHHONW 0€30MacHOCTH ONPEACIICHBl OCHOBHBIC KAaTETOPHH TOJIb-
3oBateneid. Ha ocHOBaHMM 3THX KaTEropuu JOJKHA ObITh IPOM3BE/IeHA TUIIM3ALMS MOJIb30BaTeIeh
NCTI/IH, onpeneneH UxX ypoBEHb JOCTYINAa U BO3MOKHOCTH.

B UCITa OY MOXHO BBIICIUTH CICAYIOIINE TPYIIIBI TOJIb30BaTENICH, yYACTBYIOIIUX B 00-
pabotke u xpanenuu [1/1n:

- Anmunuctparop UCITdH;

- Aapmunuctpatop 6e3onacHoctu UCII/IH;

- Oneparop APM;

- AIMUHHUCTPATOp CETH;

- Texuuueckuii crienuaincT Mo 0OCIy>KUBaHUIO NepUPEPUINHOTO 000PYIOBAHUS;

- IIporpammuct-pazpadorunk UCII/IH.

JlanHble 0 rpymnmax MoJib30BaTelsX, YPOBHE UX AOCTyNa M MUH()OPMHUPOBAHHOCTH IOJKEH
OBITH OTpaXkeH B [loI0’keHUU O pa3rpaHUYCHUU MPaB JOCTyNa K 00padaThiBacMbIM ITEPCOHATHHBIM

JAHHBIM.

5.1. Aamuuucrparop UCII/In

Anmunuctparop UCII/H - corpynnuk OV, OTBETCTBEHHBIN 3a HACTPOMKY, BHEIPEHHUE U
compoBokaenne UCIIn. O6ecnieunBaeT (yHKIMOHMPOBAHNE TIOJCHCTEMBI YIIPABJICHUS JOCTYIIOM
NCII/IH 1 ynoJHOMOYEH OCYLIECTBIJIATH NPEAOCTABICHUE U PAa3TpaHUYEHUE JOCTYNIa KOHEYHOIO
nojb3oBarens (oneparopa APM) k anemMeHTaM, XpaHsIIUM epCOHAIbHbIE JaHHBIE.

Anmvunnctparop UCIIIx obnagaeT cieayronmM ypoBHEM JOCTYIIAa U 3HAHUH:

- obnajgaeT nojaHOW MH(pOpMalKeld 0 CUCTEMHOM U IPUKIATHOM MPOrpaMMHOM olecreye-
nuu UCTIH;

- 00sa1aeT MoyHOM nHpopManueit o TeXHUUecKux cpeacTax U koHpurypanuu UCI1/1H;

- UMEeeT JOCTYN KO BCEM TEXHHYECKHUM cpelcTBaM OOpabOTKM MH(POPMALUU U JaHHBIM
NCIIn;

- o0naaeT npaBaMM KOH(GUI'YpPUPOBaHMS M aJIMUHUCTPATHBHON HACTPOMKH TEXHUYECKHX

cpeacts UCII/IH.

5.2. AaMMHHCTPATOP 0€30NACHOCTH

AnmuHucTpaTop 0e3omacHOCTH - coTpyaHUK OV, OTBETCTBEHHBIN 32 (YHKIIMOHMPOBAHUE
C3I1/H, Bxitoyast 0oOCIyKMBaHHUE W HACTPOIMKY aJMUHUCTPATUBHOM, CEpBEPHOM M KIMEHTCKOH
KOMITOHEHT.

AnMUHHCTpATOp 0€30MacCHOCTH 00JIaaeT CASAYIONIUM YPOBHEM JOCTYIIA U 3HAHUH:
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- obnazmaet npaBamu Aamunuctpatopa UCIdH;

- obnamaet nonHoi nHpopmanueit 06 UCII/H;

- UMEET JIOCTYI K CPEeICTBAM 3alUThl HH()OPMAIMH U MPOTOKOIMPOBAHUS U K YACTH KITIO-
yeBbIX nemeHToB UCII/IH;

- He UMEeT IpaB J0CTyNa K KOH(PUTYPUPOBAHUIO TEXHHUECKUX CPEJCTB CETH 3a MCKIIIOYE-
HUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AnmuHHCTpaTOp 0€30MaCHOCTH YIIOJIHOMOYEH:

- peaqu30BbIBaTh MOJUTUKY O€30M1aCHOCTH B YaCTU HACTPOMKH CUCTEMBI KOHTPOJIS 3AILUTHI
uadopmarmu (CK3U), MexceTeBbIX IKPaHOB U CUCTEM OOHApY)KEHHs aTak, B COOTBETCTBUU C KO-
TOpbIMU TOJb30BaTenb (Onepatop APM) moiydaer BO3MOXKHOCTh pabotarh ¢ anemeHtamu WC-
I11H;

- OCYULIECTBJIATH ayJIUT CPEJICTB 3aILUTHI;

- YCTaHaBJIMBATh JIOBEPUTEIbHBIC OTHOLICHUS CBOEH 3aIlMIIEHHOM CETU C CeTSIMM JIPYIHX

MOJIpa3ICICHU M.

5.3. Omepatop APM

Omneparop APM - corpymauk OV, ocymectsisirommii oopadorky [1/Jn. O6padorka I1/1a
BKJIIOUYAET: BO3MOKHOCTh nmpocmoTpa [1/1H, pyunoii BBox [1/1n B cuctemy UCII/IH, dopmupoBanue
CIPaBOK U 0T4eTOB Mo MH(popmanuu, nomydyeHHo uz MCIIIn. Onepatop He UMeeT MOTHOMOYHIA
JUTsSL yripaBJieHus nojcuctemMamu oopadotku nqanueix u C3I1/1H.

Omneparop UCII/IH obamaeT cleayromuM yPOBHEM IOCTYIIA ¥ 3HAHHIA:

- 0051a/1aeT BCeMH HEOOXOJUMBIMH aTpuOyTaMu (Harmpumep, napojem), o0ecrnednBarouMu
JOCTYT K HEKOTOpOMY noaMHokecTBY [1/]H;

- pacnojaracTt KOH(I)I/II[eHLII/IaJ'IBHBIMI/I AAaHHBIMH, K KOTOPBIM UMCCT JOCTYII.

5.4. AJAMMHHMCTPATOP CeTH

AIMUHUCTpATOp ceTH - cOTpyAHUK OV, OTBETCTBEHHBIN 3a (QYHKIIMOHUPOBAHUE TEIEKOM-
MyHHUKalIMOoHHOM noacucremel UCIIJIH. AnMUHHCTpATOp CETH HE UMEET MOJTHOMOYMN I yIpaB-
JeHus nojcucreMamMu oOpabOTKH JaHHBIX M 0€30MaCHOCTH.

AJMHMHHCTpPATOpP CETH 00Ia1aeT CIEAYIOIUM YPOBHEM JOCTYIA U 3HAHUI:

- o0yajaeT yacThio HHPOPMALIMK O CUCTEMHOM U MPUKIATHOM IPOrpaMMHOM 00ecTieyeHUN
NCTIH;

- 0051a1aeT yacThio HH(POPMAIIUK O TEXHUYECKUX cpeacTBax U koHpurypauuu UCII/IH;

- UMeeT (PU3MUECKUil TOCTYI K TEXHUYECKUM CpecTBaM 00paboTKH MH(OpMAIMK U Cpel-
CTBaM 3allUThI;

= 3HACT, 110 MEHBIIIEH MEpPE, OAHO JICTAJIbHOC UM JOCTYyIIA.
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5.5. TexHuuyeckuii cnenuaJIMCT MO 00CTYKUBAHNUIO NepudepuiiHoro 06opyroBaHusi

TexHU4YecKui crenuanucT mo oociayxkuanuio - corpyaauk OV (wmm MCII/IH), ocymecTs-
JSOMUA 00CTy)KMBaHWE W HAcTpoiiky mepudepuitnoro odopynoBanus WMCII[IH. Texnudeckuit
CIIELUATUCT MO OOCTYKMBaHUIO HE uMeeT jaocTymna K [1/]H, He uMeeT MOTHOMOYUH JUIsl yIIpaBiIeHUs
nojcucreMamMu 00pabOTKH JaHHBIX M O€30MaCHOCTH.

TexHUYecKui CHenuanaucT Mo OOCIYKMBAHUIO O0JIaaeT CIEAYIOIIUM YPOBHEM JOCTYyIa U
3HAHUM:

- o0yajjaeT 4acThio HHPOPMALIMK O CUCTEMHOM U MIPUKIATHOM MPOrpaMMHOM 00ecTieYeHUN
NCTI/H;

- 005a1aeT yacThio HH(POPMAIIMK O TEXHUYECKUX cpeacTBax U koHpurypauuu UCI/1H;

- 3HAET, [0 MCHBIIICH Mepe, OJTHO JIETaTbHOE UMS JOCTYIIA.
5.6. IMporpammuct-paspadoruux UCII/In

[IporpammucTbi-pazpaboTunKy (MOCTABIIMKK) MPUKIAHOTO MPOrPaMMHOT0 00eCTieueHUs
o0ecnieunBarOT €ro CONpPOBOXKAECHHME Ha 3aliuiiaeMoM oobekrte. K maHHON Tpymime mMoryr oTHO-
cuThes Kak coTpyanuku OV, Tak U COTPYIHUKH CTOPOHHUX OpraHu3aIuil.

JInno 3ToM Kareropuu:

- obmajgaer uH(poOpMaIel 006 anropuTMax U nporpamMmmax oopadotku mHpopmanuu B MC-
IT/1w;

- 00J1a/1aeT BO3MOXXHOCTSIMH BHECEHUS OIIMOOK, HEIEKIapUPOBAHHBIX BO3MOKHOCTEH, TPo-
IPaMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX Mporpamm B nporpammuoe odecnieuenue UCII/In Ha craguu ee

pa3pabOTKH, BHEIPEHUS U COTPOBOXKICHHUS;

- MOXET pacrojarath Jo0bMu (pparmMeHTamu uHpopmaryu o tonosorun UCIIH n Tex-

HUYECKUX cpeacTBax o0paboTku u 3ammthl [1/1H, o6pabareiBaembix B MCIT/IH.
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6. TpeOoBaHusi K mepcoHay no odecnedenno 3ammThI [11H

Bce corpynuuku OV, sBistomuecs nonbs3oBatensiMu MCIIJIH, AOMKHBI 4ETKO 3HATh W
CTPOTO BBHINOJHATh YCTAaHOBJICHHbIC NMPaBWJIa U O0SI3aHHOCTH 110 JIOCTYIY K 3alMIAeMbIM O0bEK-
TaM U COOJIIOJICHUIO TIPUHSITOTO pexkuMa 6e3omacuoctu [1/1H.

[Tpu BeTymiieHUM B JOJKHOCTH HOBOTI'O COTPYAHHMKA HETOCPEICTBEHHBIM HAualIbHUK MOJ-
paszieneHus, B KOTOpOe MOCTYNAeT COTPYAHUK, 00A3aH OpraHW30BaTh €ro O3HAKOMIICHHUE C JIOJIXK-
HOCTHOW MHCTPYKLHEH M HEOOXOIMMBIMHU JOKYMEHTaMH, PErIaMEHTHPYIOLUMH TpeOOBaHMS 110
zamure [1/1H, a Takke 00ydeHre HaBbIKaM BBIIOJIHEHUS POLEAYP, HEOOXOAUMBIX J1JIsl CAHKLIMOHH-
poBaHHOTO ucnosnb3zoBanus UCIIH.

CoTpyAHUK JODKEH ObITh O3HAKOMJIEH CO CBEIAEHUSAMHU Hacrosed [loauTuku, nIpuHATHIX
npouenyp padotsl ¢ anementamu UCIT/In u C3I1/]H.

Cotpynnuku OY, ncnosb3yrolie TEXHUYECKHe CpelICTBa ayTeHTU(UKALIUY, TOJDKHBI 00ec-
NIEYNBATh COXPAHHOCTh UACHTU(PHUKATOPOB (JIEKTPOHHBIX Kimtoueil) u He nomyckath HC/I k HuM, a
TaK ’kK€ BO3MOYKHOCTb MX YTEPU WJIM MCIIOJIb30BaHMs TpeTbuMu Junamu. Ilonp3oBarenu HecyT nep-
COHAJIbHYIO OTBETCTBEHHOCTh 3@ COXPAaHHOCTb UAECHTU(PHKATOPOB.

Corpynauku OV HODKHBI CI€10BaTh YCTAHOBJIEHHBIM IIPOLEAYpaM MOANEPKAHUS PEKUMA
6e3omacuoctu 10 mpu BEIOOpE M MCIIOJIB30BAaHHUHU TTAPOJICH (€CIIM He UCHOIb3YIOTCS TEXHUYECKHE
CpeAcTBa ayTeHTH(UKALINN).

Cotpynauku OY nomkHbl o0ecrieuyuBaTh HaJIeKALIYIO 3alIUTy 000pyA0BaHMs, OCTaBJse-
Moro 0e3 MpUCMOTpa, OCOOEHHO B TeX CllydyasiX, KOrja B MOMEIIEHUE UMEIOT JOCTYI TOCTOPOHHUE
muna. Bee nonb3oBaTenu JOMKHBI 3HAaTh TpeboBaHus o 6e3omacHocTy [1JIH 1 mponeaypbl 3aiuTh
000py1I0BaHUs, OCTABJIEHHOTO 0€3 MPUCMOTPA, a TAKKE CBOU 00sI3aHHOCTH 10 00ECTICUCHHUIO TaKOU
3aIlUTHL.

CoTpynHHKaM 3ampeliaeTcss yCcTaHaBIMBaTh IOCTOPOHHEE IpOrpaMMHOE obecreueHue,
MOJIKJIIOYATh JIMYHbIE MOOMIIbHBIE YCTPOWCTBA M HOCUTENU MH(OpPMAINK, a TaK ke 3aliChbIBaTh Ha
HUX 3alUIIaeMyr0 HHHOPMAITHIO.

CoTpynHuKaM 3arpelnaercs pasriiauarh 3alMiaeMyro HH(QOpMaIHio, KOTopas cTaja UM
U3BECTHA MU paboTe ¢ nHPopMaMOHHBIMH cucTeMaMu OV, TpeTbUM JIMLIAM.

[Tpu padote ¢ I1/Jn B UCII[IH cotpyanuku OY 00s3aHbl 00€CHIEUNTh OTCYTCTBUE BO3MOXK-
HocTH nipocMoTpa [1/IH Tperbumu mmuamu ¢ MOHUTOPOB APM mnu TepMUHAIIOB.

[Tpu 3aBepmiennu padotel ¢ UCII[IH coTpyanuku o0s3anbl 3auTuTh APM min TepMuHasl
C TIOMOIIBIO OJIOKUPOBKU KIIFOUOM MJIM SKBHBAJIEHTHOT'O CPEACTBA KOHTPOJIS, HAPUMED, TOCTYIIOM
IO MapOoJII0, €CIIU HE UCTIONB3YI0TCs 00Jiee CUIIbHBIE CPE/ICTBA 3AUTHI.

Cotpyanuku OV 1oymxHBI ObITH TPOMHPOPMHUPOBAHBI 00 yrpo3ax HapyILIeHHUs pekuMa 6e3-

OIIaCHOCTH HI[H U OTBCTCTBCHHOCTU 3a €TI0 HAPYLICHUC. Onu JOJIXKHBI OBITh O3HAKOMJICHBI C
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YTBEPXKICHHOH (hopMalbHOU MPOLEAYPON HATOKEHUS TUCIUIUIMHAPHBIX B3BICKAHUN HA COTPYAHU-
KOB, KOTOPBIC HAPYIIUIIN MPUHSATHIC TTOJUTUKY U MIpoLieypsl Oe3omacuoctu [1/1H.

CoTtpynHuku 00s3aHbI 06€3 MpoMeIJICHHsI coo0aTh 000 Bcex HAOII0IaeMbIX WU TI0J103PH-
TenbHBIX ciaydasx padotel MCII/H, Morymmx moBiedb 3a coOoi yrpo3sl OezomacHoctu I1/H, a
TaK)Xe O BBISIBJICHHBIX UMHU COOBITHSIX, 3aTparuBaroimux 6e3onacHocts [1/{H, pykoBoACTBY moapas-

JICJIEHUS U JIMIY, OTBEYAIOIIEMY 3a HEMEJUIEHHOE pearnpoBaHue Ha yrpo3bl 6e3onacHocty [1J1H.
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7. JlomxHOCTHBIE 00s13aHHOCTH MoJib3oBaTeseid UCIIAn

JomkHocTHBIE 00s13aHHOCTH TTosTb3oBateseit MCIIJIH onucanbl B ClIeIyIONTUX TOKYMEHTAX:
- Unctpyknus agmuauctparopa 6ezonacHoctr MCI/IH;

- Nuctpykius noas3osatrens UCI/IH;

- MHCTpyKIUS 110JIB30BATENS IPH BO3SHUKHOBEHHH BHEIITATHBIX CUTYAIIHH.

- MHCTpyKIMS MO OpraHu3aliy MapobHOM 3aIlIUTHI.
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8. OtBercTBeHHOCTH cOTpyAHnKoB UCIIH

B cootBercTBHM cO cT. 24 DenepanbHoro 3akona Poccuiickont @enepanun ot 27 utosa 2006
r. No 152-®3 «O mepcoHaabHBIX JaHHBIX)» JIMIIA, BHHOBHBIC B HApYyIICHUH TPEOOBAHHMMA TAaHHOTO
®denepalibHOTO 3aKOHA, HECYT TPAXKIAHCKYIO, YTOJOBHYIO, aAMUHUCTPATUBHYIO, JUCLUIIIIMHAPHYIO
Y MHYIO IIPEYCMOTPEHHYIO 3aKOHOAATENILCTBOM Poccuiickon denepanui OTBETCTBEHHOCTb.

JeiictBytoiee 3akoHOAaTeNbcTBO PD mo3BoMsieT MpeabsaBIsaTh TpeOOBaHUA O o0ecreue-
HUIO 0e30MacHOi paboThl ¢ 3auuinaeMoil HHpopMalKe u IpeaycMaTpuBaeT OTBETCTBEHHOCTD 32
HapyllEHUE YCTAaHOBJIEHHBIX MpaBUJl JKcILTyatanuu OBM u cucreM, HepaBOMEpHBIM JOCTyH K
uH(pOpPMAIIUHU, €CIIA 3TU JACUCTBUS MPUBETH K YHHUYTOXKCHHUIO, OJIOKHPOBAHHIO, MOIU(PUKAIIUNA UH-
dbopMaruu wim HapymeHuto padotet DBM miu cereii (cratbu 272,273 u 274 YK PO).

Anmvunnctparop MCII/IH n agMuHHCTpaTOp 0€3011aCHOCTH HECYT OTBETCTBEHHOCTH 32 BCE
JIECTBHUSI, COBEPILICHHbIE OT UMEHU MX YYETHBIX 3alMCEl UM CUCTEMHBIX YYETHBIX 3alUCEH, eCiu
HE JT0Ka3aH (paKkT HECAaHKIIMOHUPOBAHHOTO MCIIOJIb30BAHUS YICTHBIX 3aIHUCEH.

[Tpu napymenusx corpyanukamu OV - monb3oBatensmu MCIIH npaBui, cBsI3aHHBIX C
6e3omacHocThio I1/[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO ICHCTBYIOIIUM 3aKOHOJa-
TenbcTBOM Poccuiickoit denepaiuu.

[TpuBeneHHbIC BhINIE TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3amuTe WHGOpMAIUU
JOJKHBI ObITH oTpaxkeHsl B [lonoxenusx o noxpasaeneHusx OV, ocyuecTBisomux oOpabOTKy
[1/1n 8 UCII/IH 1 TOIKHOCTHBIX MHCTPYKIUAX COTpYyAHUKOB OVY.

HeobOxonumo Baectu B Ilonoxkenust o monapazaenenusix OV, ocyliecTBIasSOMUX 00paboTKy
[11a 8 UCIIQH cBeneHus 06 OTBETCTBEHHOCTH MX PYKOBOJMUTENEH U COTPYIHUKOB 32 Pa3riiallleHue
Y HECAaHKLMOHUPOBAHHYIO MoauuKannio (UcKaxkeHnue, ¢panscudukanuto) [1/1H, a Taxke 3a Henpa-

BOMCPHOC BMCIIATCIILCTBO B IPOLECCHI UX aBTOMaTHSHpOBaHHOﬁ O6pa6OTKI/I.
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9. CnHcoK HCIO0JbL30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMaTHBHO-IIPABOBBIMU U METOJIMYECKUMU JOKYMEHTAMH, Ha KOTOPBIX 0a3u-
pyertcs Hactosiee [lonoxenue, SBIAOTCS:

1. ®enepanbhsbiil 3akoH ot 27.07.2006 1. Ne 152-®3 «O nepcoHanbHbIX JaHHBIX» (Janee —
@3 «O nepcoHaNBHBIX JaHHBIX»), YCTAaHABIUBAIOIINNA OCHOBHBIC IPUHIUIIBI U YCIOBUSA 00pabOTKU
IT/IH, mpaBa, 00s13aHHOCTH M OTBETCTBEHHOCTh YYaCTHMKOB OTHOLICHUH, CB3aHHBIX C 00paboTKOM
[]1x.

2. IlocranoBneHue [IpaBuTenbcTBa P® oT 01.11.2012 No 1119
«O0 yTBepkIeHHH TPeOOBAaHUI K 3alIUTE MEPCOHAIBHBIX JAHHBIX MPU UX 00paboTke B MHPOpMa-
LIMOHHBIX CUCTEMAX MIEPCOHAIBHBIX TAHHBIX.

3. «Ilopsanok npoBeneHus Kiaaccu(pukanuy HHGOPMALMOHHBIX CUCTEM IEPCOHAIBHBIX JaH-
HBIX», yTBepxkaeHHbI coBMecTHBIM [Ipukazom ®CTIK Poccun Ne 55, ®Ch Poccun Ne 86 u Mu-
HuHpOpMeBs3u PO Ne 20 ot 13.02.2008 T.

4. «ITomoxxeHne 00 OCOOCHHOCTSAX 00pPabOTKM MEPCOHATBHBIX JAHHBIX, OCYIIECTBIIIEMON
0e3 MCII0JIb30BaHMsl CPEJCTB aBTOMATU3aLuu», yTBepxkaeHHoe [locraHoBnenuem IlpaButenbcrBa
P® ot 15.09.2008 r. Ne 687.

5. «TpeboBaHusl K MaTepUATBHBIM HOCHTEISIM OMOMETPUYECKUX NMEPCOHANIBHBIX TaHHBIX U
TEXHOJIOTHSIM XPaHEHUS TaKUX JTAHHBIX BHE MH(POPMAIIMOHHBIX CHUCTEM MEPCOHAIBHBIX JAaHHBIX»,
yrBepxkaeHHble [loctanoBnenuem IlpaButenscta PO ot 06.07.2008 r. Neo 512.

6. HopmatuBHO-MeTOqMuecKue AOKyMeHThl denepanbHONW ClIyKObl 10 TEXHUYECKOMY U
sKcnepTHOMY KoHTpoto Poccuiickoit denepannu (nanee - ®CTIOK Poccun) no odbecneuenuro 6e3-
onacHoctH [1JIn npu ux o6padotke B UCIIH:

7. PexomeHanMy no oOecredeHnto 0e30MacHOCTH MEePCOHANIbHBIX JAaHHBIX MPH UX o0Opa-
060TKe B MH(POPMALMOHHBIX CUCTEMAaxX MEPCOHANBHBIX JaHHBIX, YTB. 3aM. aupekropa PCTIK Poc-
cun 15.02.08 r. (J]1st ciry»ke0HOTr0 TOIb30BaAHMUA).

8. OCHOBHBIE MEPOTPHUATHS IO OPTAaHU3ANNU U TEXHHUECKOMY 00eCTIeYeHNI0 0€3011acCHOCTH
NEePCOHAIBHBIX JaHHbIX, 00pabaThIBaéMbIX B MH(POPMAIIMOHHBIX CHCTEMaX MMEePCOHAIbHBIX IaHHBIX,
y1B. 3aM. nupekropa @CTIOK Poccun 15.02.08 r. (s cayxeOHOro Mojab30BaHus).

9. bazoBas Mozens yrpo3 0e30MacHOCTH MEPCOHANBHBIX AAHHBIX MPU UX 00pabOTKe B MH-
(dbopMaIMOHHBIX cUCTEMaX MEPCOHATBHBIX AaHHBIX, YTB. 3aM. Aupekropa ®CTIK Poccun 15.02.08
r. ([ns cmy)eOHOT0 MOIb30BaHu).

10. MeToauka orpeieNieHus! akTyaJIbHBIX YIpo3 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX MPH
ux 00paboTke B HH(MOPMALMOHHBIX CHCTEMax IE€PCOHAJIBHBIX JAaHHBIX, YTB. 3aM. JAHUPEKTOpa

OCTOK Poccun 15.02.08 T. (s CITy’KeOHOTO MOJIb30BAHUS ).
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9¢

[Mpunoxenue 1 . Knaccudukarus MCITa (CornacHo yrpaTusmemy cuity nocranosinenuto [Ipasurenscrsa Poccuiickoit
®eneparuu ot 17 HOsOps 2007 1. N 781 «O06 yrBepxacHuu [lomoxxenus o6 obecrneueHnn 6€30MaCHOCTH IMEPCOHATBHBIX JTAHHBIX

npu uX 00paboTke B MHPOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX» U AeicTBYOmUM qokymeHTaM OCTOK)

No [Inan - mepeyeHb TEXHUIECKUX MEPOIPHUATHHI TTO 00ECIIEYCHU IO 0€30IMaCHOCTH NCITn knacca | UCIIn knacca | UCIT[IH kmacca
NCIIA K3 K2 K1
I B noacucreme yripaBiieHUs: JOCTYIIOM:
PeanuzoBath uaeHTU(PUKAIUIO U TIPOBEPKY MOJTUHHOCTH CYOBEKTOB OCTYIA MPU
1 Bxojie B onepanmonnyto cuctemy MCII/{x mo maposro ycnoBHO-TIOCTOSIHHOTO JIei- + + +
CTBUS, ITTUHOW HE MEHee IIecTH OYKBEHHO-IU(POBBIX CUMBOJIOB;
Peann3oBaTh nIeHTUDUKALINIO TEPMUHAIIOB, TEXHHYECKUX CpeAcTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 PeavlJImOBaTvb UACHTU(DHUKAIMIO TIPOTPaMM, TOMOB, KaTajoros, (haiyios, 3amucei, mo- i + +
JIeH 3aMuceil o UMEHaM;
4 Peanm3oBaTh KOHTPOIIb HOCTYIA CYOBEKTOB K 3aIHMIAEMBIM PECYpPCaM B COOTBET- i + +
CTBHUHU C MaTpUIEH JOCTyNa;
npu Hannmuuu noakiodeHus MCIIH k ceTsiM o011ero moibp30BaHus T0JKHO IpUMe- He nmxe 5-ro He amxe 4-ro He amxe 3-to
5 HATBHCS MEKCETEBOE DKPAHUPOBAHUE. YPOBHS 3alllM- | YpOBHS 3allli- | YPOBHS 3alllU-
LIEHHOCTHU HIEHHOCTH HIEHHOCTH
s obecriedenns 6ezonacHoro MexcereBoro B3aumoseiicteus B UCIIIn ns pas- He numxe 5-ro He amxe 4-ro He mmxe 3-to
6 HBIX KJIACCOB HEOOXOJIMMO HCIIOIB30BaTh MO YPOBHS YPOBHSA YpOBHSI
3aI[MIIEHHOCTH | 3AIMIIEHHOCTH | 3alUIIEHHOCTH

CpeacTBo 3alUThl OT IpOrpaMMHO-MaTeMaTHueckux Bozaeiictauil (IIMB):




LZ

Peanu3oBarh naeHTH(PUKALINIO U ayTeHTU(PHUKALIUIO CYOBEKTOB JOCTYIIA TIPH BXOJIC B
CPE/ICTBO 3allUTHI OT MPOrpaMMHO-MaTeMaTuueckux Bozaeicteuil (IIMB) u nepen
BBIMIOJTHEHUEM UMH JTFOOBIX ONepaluii o yrnpaBieHHIO GYHKIUSIMHI CPEACTBA 3alllU-
To1 0T [IMB 1o maposro (niim ¢ UCIoib30BaHUEM HHOTO MEXaHU3Ma ayTeHTH(HKa-
I[UH1) YCIIOBHO-TIOCTOSIHHOTO JIEUCTBUS JUIMHOM HE MeHee 1eCTH OyKBEHHO-
1IU(POBBIX CHMBOJIOB;

Ocy1miecTBIATh KOHTPOJIb JIIOOBIX JeHCTBUI CyOBEKTOB JOCTYIA 110 YIPABICHUIO
bynkuusamMu cpenctsa 3amuThl oT [IIMB TonbKO Moce npoBeeHNs ero yCHeHou
ayTeHTU(UKALUY;

[IpenycMoTpeTs MexaHU3MBbl OJIOKHPOBAHUS OCTYIA K cpeacTBam 3auuThsl oT [IMB
IIPY BBIIIOJIHEHUM YCTaHABJIMBAEMOTI'0 YHCiIa HEYAAUYHbIX IIONBITOK BBOJA IAPOJI;

Heo0xoaumo npoBoauTh uaeHTUGUKaLKIO (HaiiaoB, KaTajJoros, MPOrPaMMHBIX MO-
JlyJI€H, BHEIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CPEACTB 3aluThl oT [IMB;

B IMOJACUCTEME PETUCTPAIIUN U YICTA:

OcCymIecTBISITh PETUCTPAIUIO BXO/a (BBIX0/1a) CYyOBEKTa IOCTYIa B CUCTEMY (U3 CH-
CTEMBI), THOO PETUCTPAIUIO 3arpy3KU U MHULIMATU3AINH ONEPAllMOHHON CUCTEMBI U
ee MPOrpaMMHOT'0 OCTaHOBA. Perucrpanus BIXoa U3 CUCTEMBI MJIM OCTaHOBA HE
MPOBOAMTCS B MOMEHTHI anmapaTtypHoro oTkiatodenust UCII/{H. B mapamerpax peru-
CTpallMi yKa3bIBalOTCS J1aTa U BpeMs BXo/1a (BbIX0/1a) CyObEKTa JOCTyNa B CUCTEMY
(M3 cuCcTeMBbI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3allluiIaeMbIX HOCUTENEH HHPOPMAIMH C TOMOULIBIO UX 000N
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JaHHBIX B XKYypHaJ (yUETHYIO KapTOUKY);

[TpoBOAMTH perucTpalmio BXoAa/BbIX0a CyObEKTOB JOCTYIA B CPEACTBO 3aLIUTHI OT
[IMB, peructpanuto 3arpy3ki 1 HHULUAIU3ALUH 3TOTO CPEICTBA U €€ TPOTPAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/a/BbIX0Ja
cyObeKkTa gocTyna B cpeJcTBO 3amuThl oT [IMB unu 3arpy3ku/octanoBa 3Toro cpef-
CTBa, a TaKXKe UIeHTU(UKATOp CyOBEKTa JOCTYIa, MHUIMMPOBABILIETO TaHHBIE JeH-
CTBUS;
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[IpoBoUTH perucTpanuio coObITHI poBepku 1 oOHapyxeHus [IMB. B mapamerpax
pEeTUCTpaIMy yKa3bIBAIOTCS BpeMs U JaTa npoBepku win oOHapyxenus [IMB, nnen-
TudUKaTop cyOBeKTa AOCTYIa, MHUIIMHUPOBABIIETO JaHHBIE JCHCTBUS, XapaKTep BbI-
MOJTHSEMBIX ACUCTBHI MO MPOBEPKE, THIT 0OHAPYKEHHON BPEJOHOCHOM ITPOrpaMMbl
(BIT), pe3ynbTat AeiCTBUI CpeACTBA 3alTUTHI 110 OsiokupoBanuio [IMB;

[IpoBoUTH perucTpainio COObITHI MO BHEAPEHUIO B CpeaCcTBO 3auuThl oT [IMB na-
KEeTOB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3bplBalOTCs BpeMs U 1ata OOHOB-
JICHUS, UJCHTU(PUKATOP CYOBEKTa TOCTyIa, MHUIIMMPOBABILIETO JAHHOE JICHCTBUE
BepCHsl U KOHTPOJIbHAs CyMMa MaKeTa OOHOBIICHUS;

[TpoBOIUTH perucTpanuio cOOBITUI 3ayCcKa/3aBepIIeHs paboThl MOAYJIEH CpeIcTBa
zamuThl 0T [IMB. B mapamerpax perucrpannu yka3slBaloTcs BpeMs U J1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(HUKATOP MOAYIISA, HISHTH(PHUKATOP CyObEKTa T0CTY-
na, MTHUIMHPOBABILETO JaHHOE JICHCTBUE, PE3YIbTAT 3aIlyCKa/3aBeplIeHNUs] pabOThI;

JIOJKHA MPOBOAMTHCS PErUCTpaLiUs COOBITHI yIIpaBlieHHUs CyOBEKTOM J10CTyIa
¢yHKMsAMH cpeacTBa 3amuTel oT [IIMB. B nmapamerpax perucrpanuu yka3blBatoTCs
BpeMs U JlaTa COOBITUS YIIPaBIEHUs KaKA0H QYHKIUEH, HASHTU(PUKATOP U CIIEeLHU-
dukanyst GyHKIIH, ©ASHTHPHUKATOP CyObEKTa JOCTYNa, MHUIIMAPOBABIIETO JAHHOE
JICUCTBUE, PE3YybTaT ICUCTBUS;

[TpoBoAMTH perucTpanuio COObITUIN MOMBITOK JOCTYIA MPOrPaMMHBIX CPEJICTB K MO-
IyJsiM cpeacTsa 3amuThl oT [IMB win cnenuansHeiM noBynikaM. B napamerpax pe-
TUCTpAIlMU YKa3bIBAIOTCSI BPEMS U J1aTa MOMbBITKU AOCTYIA, UASHTU(UKATOP MOAYIIS,
UJAECHTUPHUKATOP U crienuUKaIys Moy cpeacTBa 3amuTel oT [IMB (cnenuansHOM
JIOBYIIKH), PE3yJIbTaT MOMNBITKU JIOCTYNA;

[TpoBoAMTH perucTpanuio coObITUI OTKaTa AJs cpeacTna 3amuTthel oT [IMB. B napa-
MeTpax PerucTpaluy YKa3bIBalOTCS BPEMsI U JlaTa COOBITHS OTKaTa, CreruuKaIus
NeiCTBUI OTKaTa, UIeHTUPUKATOP CYOBEKTa TOCTYIa, HHUIIMUPOBABIIIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

OObecneunTh 3alUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS WX MOAUDUKALUU
HapyIIUTETIEM;

11

Peann3oBaTh MEXaHM3MbI COXPAaHEHUS JaHHBIX PETUCTPALMU B ClIydae COKpalleHUs
OTBEJEHHBIX ITOJ] HUX PECYPCOB;
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PeanuzoBaTh MeXaHM3MBbI IPOCMOTPA U aHANIM3a JAHHBIX PETHCTPAIMK U UX (PUITb-
TpaLMH 110 33JJaHHOMY HabOpy apaMeTpoB;

13

[TpoBOIUTH aBTOMAaTHYECKUI HETIPEPBIBHBII MOHUTOPHHT COOBITHIA, KOTOPBIE MOT'YT
ABIATHCS NpUUUHON peanuzanun [IMB (co3znanue, penaktupoBaHue, 3alUCh, KOMITH-
JSIMst 00BEKTOB, KOTOpbIe MOTYT coaepkath BII).

14

PeanuzoBarh MexaHM3M aBTOMAaTHYECKOTO aHAIKM3a JAHHBIX PETUCTPALMU MO mabdio-
HaM THIOBBIX TposiBiieHui [IMB ¢ aBTomMaTHueckuM UxX OJOKHMPOBAHUEM H YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[IpoBOANTH HECKOIBKO BUJOB y4eTa (AyOIMPYIOMINX) C perucTpalieil Bpiaun (pu-
eMa) HocUTeJe nHpopMaInu;

16

OcyiecTBISTh pErUCTPAINIO BX0Oa (BbIX0a) CYyOBEKTOB IOCTYIA B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPAIUS 3arPY3KH H WHUITUATH3AINH OTICPAIlMOHHON CHCTEMBI.

17

OcCymiecTBISTh PETUCTPAIMIO BBIIaYH MEYAaTHBIX (Tpa@UUecKuX) JOKyMEHTOB Ha
«TBEpIyIO» KOMHI0. B mapamerpax perucrpaunu yka3blBaroTcs (JaTta U BpeMs Bblaa-
yn (0OpalieHus K IOJCHCTEME BBIBO/A), CIENM(UKAIUS YCTPOUCTBA BBIIAYH — JIOTHU-
4yecKkoe UMs (HOMep) BHELIHETO YCTPOICTBa, KpaTKoe cojiepkaHue (HaMMEHOBaHUE,
BUJ, WK(p, KOJ) U YPOBEHb KOHPHUIECHIIMATBHOCTH TIOKYMEHTA, UACHTH(UKATOD
CcyObeKTa J0CTyNa, 3alPOCUBIIET0 TOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIUIO 3aITycKa (3aBEpIICHUS) TIPOrPaMM M MPOIECCOB (3aa-
HUH, 3a71a4), IpeHa3HAYCHHBIX JJ1s1 00pabOTKH 3amuinaemMsix (aiinos. B mapamer-
pax perucTpanyy yka3bIBaloTCs AaTa U BpeMs 3amycka, uMs (UaAeHTU(PUKATOp) Ipo-
rpamMMmBl (TIporecca, 3a1aHus), HACHTUDHUKATOP CyOBbEKTa JOCTYIa, 3alIPOCUBILETO
nporpaMmmy (IIpoLecc, 3a1aHne), pe3ysIbTaT 3amycka (yCHelHbIi, HeyCIenIHbIA — He-
CaHKIIMOHHPOBAHHBIN),

19

OCyIIECTBIISITh PETUCTPAIHIO IMOMBITOK JOCTYIIa TPOTPAMMHBIX CPEJICTB (TIpOTpamm,
MIPOILIECCOB, 3aJ1ay, 3aJlaHui) K 3auiaecMbiM (aiinam. B mapamerpax perucrpamnuu
YKa3bIBAIOTCS JaTa U BPeMs TOIBITKH JIOCTYIIA K 3aluinaeMomy (Gaiiny ¢ ykazaHuem
ee pesynbTara (yCrelrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHAs ), UACHTHU(PHUKATOP
cyOBeKTa oCcTyma, crienuuKamus 3anuiaemMoro daimia;
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20

OCyIIeCTBIISITh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
MM JIOTOJHUTEIBHBIM 3alIMIAeMbIM 00BEKTaM JOCTYIA: TEPMHUHAIAM, KOMITbIOTE-
pam, y3iam cetr MCII/{H, muaMsIM (KaHajgaMm) CBSI3HM, BHEIIIHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtanoram, (aiiinam, 3anucsaM, moJsiM 3anucei. B
rapameTpax perucTpalry yKa3blBarOTCs JaTa U BpeMs NOMBITKU JOCTYyINA K 3allXIIa-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysibraTa (yCHemHas, HeyClenHas — HECaHKIHO-
HUPOBaHHAas), UIEHTUPUKATOP CYObEKTa IOCTyNa, crienu(UKaIis 3alUIaeMoro
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3alUIaeMblX HOCUTENEH HH(POPMAIIUHU ¢ IOMOILBIO UX Map-
KHPOBKU U C 3aHECEHUEM YUETHBIX JIaHHBIX B )KypHaJl (YUETHYIO KapTOUKY);

22

OcymiecTBIATh OUUCTKY (0OHYJIeHHE, 00e3TMUUBaHKE) 0OCBOOOKIaeMbIX 00IacTei
OTIEpPAaTUBHOM NMaMsITH KOMITBIOTEPOB ¥ BHEITHUX HaKonuTese. OuncTka ocyIecTB-
JSIETCS OTHOKPATHOW TMPOU3BOJIBLHOM 3aIMCHI0 B OCBOOOXKIaEMYIO 00JIaCTh TTaMSITH,
paHee UCIIOIb30BaHHYIO ISl XPAaHEeHUS 3aIMIIaeMBbIX TaHHBIX ((aiioB, HHPpOpMa-
LK),

B noacucreme obecriedueHus EIIOCTHOCTH:

O06ecneunTh LETOCTHOCTD MPOrPaMMHBIX cpeicTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEU3MEHHOCTb ITPOrpaMMHOM cpefibl. IIpu 3TOM LIeI0CTHOCTD CPEACTB 3aLIUThI
MPOBEPSETCS MIPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1eIoCTHOCTh MPOrpaMMHOIL cpejibl 00eCIeYMBaeTCsl OTCYTCTBHEM B
WCTI/In cpencts pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HOocuTenel uapopma-
1[UM), IpelyCMaTPUBAIOLIYI0 KOHTPOJIb AocTyma B nomenieHust MCI1/In noctopos-
HUX JIALI, HAJIMYME HAIE)KHBIX NIPEMATCTBUM AJI1 HECAHKIIUOHUPOBAHHOIO IPOHUKHO-
BeHus B nomenieHust MCIIJIH u xpanunuie HocuTened nHdopmanuu;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1AH npu u3MeHEeHNH npo-
rpaMMHO# cpeabl U nepconana MCITIH ¢ moMouibpio TeCT-MporpaMm, UMUTHPYIOIINX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BEJICHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3aIUTHI HHPOPMALIUH, UX TTEPUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;
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[IpoBOIUTH MPOBEPKY MEIOCTHOCTH MOIYJIEH cpeacTBa 3amuthl oT [IMB, HEoO6xo0-
JTUMBIX JIJIS1 €T0 KOPPEKTHOTO (DYHKIIMOHUPOBAHUS, TP €T0 3arpy3Ke C HUCIIOIh30Ba-
HUEM KOHTPOJIbHBIX CYMM;

ObecneunTh BO3MOKHOCTH BOCCTAHOBJIEHUS cpezcTBa 3amuThl oT [IMB, npexycmar-
pHUBaroias BEICHNE ABYX KOIMI IPOrPaMMHOIO CPEICTB 3alIUThl, €r0 IEPUOINYC-
CKO€ OOHOBIICHUE ¥ KOHTPOJIb pab0TOCIIOCOOHOCTH;

PeannzoBaTh MEXaHU3MBbI IPOBEPKH LIEIOCTHOCTU MTAKETOB OOHOBJICHUH Cpe/icTBa
3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3epBHOe kKonupoBanue [1J[H Ha oTYy)1aeMble HOCUTENNU HH(GOPMALINK;

B nojcucremMe aHTUBUPYCHOM 3aIIUTHI:

IIpoBoauTH aBTOMATUUYECKYIO ITpOBEepKY Ha Hanuuue BII wnu nocneacreuii [IMB
npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (MIPUKJIaJAHbIX IPOrpaMM), KO-
TOpbIe MOTYT cofiepxaTh BII, mo ux TunoBsIM 11a0JI0HAM U C IOMOIIBIO SBPUCTHYE-
CKOI'0 aHAJIN3a;

Peann3oBaTh MeXaHW3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHMs 0OHapyxeHHBIX BII my-
TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOIYJIEH UM YHUUTOXKCHMUS;

PerynsipHo BBIOTHATH (IpU TIepBOM 3amycke cpeacTs 3amuThl [1/1H o [IMB 1 ¢
yCTaHaBJIMBAaEMOM NMEPUOJIUYHOCTHIO) MPOBEPKa Ha IpeaMeT Hanuus B HUX BIL;

JlomxHa nHUIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
BII npu BeisiBnenuu ¢axra [IMB;

Peanu3oBars MEXaHHM3M OTKaTa JJI1 YCTAaHABIMBAEMOI'O YUCIIA ONlEpaluil yIaJeHHUs
BII u3 onepatuBHOM WM TOCTOSITHHOW ITAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U MPH-
KJIaJHBIX [TPOrpaMM UJIM IPOrPaMMHBIX CPEICTB, coaepkammx BII.

HononuurensrHo B UCII/IH nomkeH npoBOAUTECS HENPEPBIBHBIA aBTOMAaTUYECKHUN
MOHUTOPHHT HH(OPMAITMOHHOTO 0OMEHA C BHELITHEH CEThIO C 11eNbl0 BhisiBieHUs BII.

VI

KonTpons orcyrereus H/IB B 110 C31
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st mporpaMMHOTO 00ecriedeHus1, UCIOJIb3yeMoro mpu 3amuTte nadopmaruu B UC-
[T1= (cpencts 3amuTsl nHGOpMauu — C3, B TOM 4uciie ¥ BCTPOCHHBIX B 00IECH-
1 CTEMHOE M MPUKJIAJHOE TporpammHoe ooecnieueHue — [10), moimkeH ObITh 0OeCTIeUeH + + +
COOTBETCTBYIOILIUI ypPOBEHb KOHTPOJIs oTcyTcTBUs B HEM H/IB (He nexnapupoBas-
HBIX BO3MOXKHOCTEH).

VIl O6napyxenue Bropxxennii B UCI1/In

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTEM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIH IPOTPAaMMHO-AIMIAPATHBIX CPEICTB (CUCTEM) O0HA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHUE CHCTEMbI OOHAPYKEHHUS CETEBBIX aTakK,
MCIOJIb3YIONINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/bI BISIBJICHUS aHOMAJIUN

VI 3ammra UCIIQn ot [IDMUH

Jlist 06paboTku nHpopManuu HeoOXoauMo ucnoiib3oBath CBT, ynosierBopsiromniue
TpeboBaHusAM cTaHAapToB Poccuiickoit deneparuu 1o 3JeKTPOMarHUTHOM COBMeE-
CTUMOCTH, 10 0€30MaCHOCTH ¥ YPrOHOMUYECKUM TPEOOBAHUAM K CPEJICTBAM OTOO-
pakeHus HH(GOPMALIMH, IO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K BUICOUC-
ieiiHeIM TepmuHaiam [I19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka cootBerctBus UCII/IH TpeboBanusm 6e3onacHoctH [1]]H

[TpoBectu 00s3aTeNbHYIO cepTU(UKALIUIO (aTTECTAIMIO) [0 TpeOoBaHUAM Oe3omac-
HOCTH MH(OpMaLUK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALINIO (ATTECTALIHIO) IO
TpeOoBaHUsIM Oe30macHOoCTH MH(pOopMalnu (M0 PEHICHHUIO ONlepaTopa);

[Mpumeuanwne: s UCIIIn 4-ro knmacca nepedeHs Meponpustuii 1o 3amute [0 onpenensercs B 3aBUCUMOCTH OT yIiepoa,

KOTOpBII\/’I MOJKET OBITh HAHECEH BCJICACTBUC HCCAHKIMOHHUPOBAHHOI'O MJIKM HEIPEAHAMCPCHHOT'O JOCTYIIA K HI[H



[Tpunosxxkenue 2. Ypopuu 3amuiieHHocTH UCITIH (CornacHo noBomy nocranosnenuto [Ipasurenscrsa P® or 01.11.2012
N 1119 «O6 ytBepxkaeHnn TpeOOBaHUH K 3aIIUTE IEPCOHANBHBIX JaHHBIX MPU KX 00pabOTKE B MHPOPMAIIMOHHBIX CUCTEMAaX MHep-
COHAJIbHBIX JaHHBIX)).
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TpeboBanus k 3amute [1/1H \ YpoBeHb 3amimieHHOCTH

Opranuzanus pexuma odecriedeHns 6e30MacCHOCTH MOMEIICHUH, B KOTOPBIX pa3MelieHa HHPOpMaIMOHHAs CHU- + + + +
cTeMa, IPEMSITCTBYIOIIEro BO3MOXXHOCTH HEKOHTPOJIUPYEMOTO IIPOHUKHOBEHHUS MITH MTPEOBIBAaHUS B 9THX ITOMEIIIe-
HUSIX JIML, HE UMEIOIUX paBa JI0CTYIa B 3TH OMEIICHUS.

ObecrnieueHne COXpPaHHOCTH HOCHUTEJICH MEePCOHATBHBIX TaHHBIX. + + + +

YTBepxkaeHue pykopoguteneM onepatopa [1JIH qokyMeHTa, OnpeaessioIero nepeueHsp JInil, JOCTYN KOTOPBIX K + + + +
MIEPCOHATBHBIM JIaHHBIM, 00pabaThIBacMbIM B HH(OPMAITMOHHON CUCTEME, HEOOXO MM JIJISl BBIITOJIHEHUS UMHU
CILy’keOHBIX (TPYIOBBIX) O0S3aHHOCTEH.

€€

Hcnonp3oBanue cpecTB 3aUTH MHPOPMALINH, IPOLISIIINX MTPOLEAYPY OIICHKH COOTBETCTBUS TpEOOBaHMSIM 3a- | + + + +
KoHozarenbcTBa Poccuiickoit denepanuu B 001actu obecnieueHus: 0e30nacHoCTd MHPOpMaIuy, B ciiyyae, Korjaa
NPUMEHEHHE TAKUX CPEICTB HEOOXOIUMO Il HEUTPaIN3aliK aKTyalbHBIX YIpo3.

Heo6xoanMocTh Ha3HaueHMs! TOHKHOCTHOTO JHlia (paOOTHHKA), OTBETCTBEHHOI'O 3a o0ecreyeHne 0e30macHOCTH +
NEPCOHAIBHBIX JaHHBIX B UH(POPMAIIMIOHHON CHUCTEME.

Bo3M0OXHOCTB 10CTYyMA K COJIEPKAHUIO FIEKTPOHHOTO )KYypHala COOOIEHUN UCKITIOUUTENBHO IS TOJIKHOCTHBIX +
a1 (paOOTHHUKOB) ONIEPATOPa WM YIIOJIHOMOYEHHOTO JINI[A, KOTOPBIM CBEACHUSI, COAEpIKaIiecs B YKa3aHHOM
KypHase, He0OXOIUMBI JJIsl BBIIIOJHEHHs CITY)K€OHBIX (TPYJOBbIX) 00s13aHHOCTEH.

ABTOMaTHUYECKas PETUCTPALIMS B 3JIEKTPOHHOM KypHase 0€30IacHOCTH U3MEHEHMSI IOJTHOMOYNN COTPYJHUKA +
oreparopa 1o JI0CTYNY K NepCOHAIBHBIM JaHHBIM, COJIEpKALIMMCS B HHPOPMALIMOHHOM CUCTEME.

Cosznanue CTpyKTYPHOTO TTOIpa3/IelIeHUs], OTBETCTBEHHOTO 3a o0ecreueHne 0e30MacHOCTH ePCOHATBHBIX JaHHBIX | +
B MH(MOPMAILIMOHHOHN cUCTeMe, TMOO BO3IIOKEHHE Ha OJJHO U3 CTPYKTYPHBIX Mojipa3jieneHuit GyHKIHi o obecrme-
YEHUIO TAKOW 0€30MacHOCTH.




