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OIIPEJAEJIEHUSA

B HacTosmemM T0KyMEHTE MCIOJIB3YIOTCS CIECAYIOINE TEPMHUHBI U UX OIpe-
JEIICHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOSIIAs U3 MEPCOHANIA U
KOMIUIEKCA CPEACTB aBTOMATU3ALUU €T0 ACSITEIbHOCTH, peau3yomas HHpopma-
IUOHHYIO TEXHOJIOTHIO BBIITOJIHEHUS! YCTAHOBJIEHHBIX (DYHKIUI.

AyTeHTH(PUKALMSA OTHPABUTE/ISA JaHHBIX — ITIOATBEPKIECHUE TOTO, YTO OT-
IIPaBUTENb MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3asiBJICHHOMY.

be3onacHOCTh NMEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3aLIUIICHHOCTH TIEP-
COHAJIBHBIX JIaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTHIO MOJIb30BATENEH, TEXHUYE-
CKUX CpPEICTB U HH(POPMAIMOHHBIX TEXHOJOIMH 00ecnednuTh KOH(HIECHIUAIb-
HOCTb, IIEJIOCTHOCTh U JIOCTYITHOCTh NMEPCOHANBHBIX JAHHBIX IPH UX 00pabOTKE B
MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHABHBIX JAHHBIX.

BbJioknpoBaHNe NePCOHANBHBIX JAHHBIX — BpEMEHHOE MpeKpalieHue coo-
pa, CHCTeMaTU3aluy, HaKOIUICHHs, UCIIOJIb30BAHUS, PACIIPOCTPAHEHUSI TIEPCOHATIb-
HBIX J@HHBIX, B TOM YHCJIE UX [IepeIayu.

Bupyc (KOMIbIOTEPHbIH, IPOrPAMMHBIN) — UCIIOJIHAEMBIN MPOTPAMMHBIN
KOJI WJIM UHTEPIPETUPYEMbI HaOOp MHCTPYKIIMM, 00aiaroniuii CBOMCTBaMHU He-
CaHKLIMOHUPOBAHHOI'O PAaCIpOCTpaHEHUs U camoBocrpousBeneHus. Co31aHHbIE
NyOIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/a COBNAAAIOT C OPUTHMHAJIOM, HO CO-
XPaHSIOT CIOCOOHOCTh K JIalbHEUIIEMY paclHpOCTPAHEHHIO U CaMOBOCIPOU3BEIe-
HUIO.

BpenonocHas nporpamMmma — nmporpaMmma, IpeHa3HauYeHHas JUIsl OCYIIECTB-
JIEHUS] HECAHKLIMOHMPOBAHHOI'O JIOCTYIA U (WMJM) BO3JIEHCTBHS Ha NEPCOHAJIbHBIC
JAHHBIE WM pEeCypChl HHPOPMALIMOHHOW CUCTEMBI TEPCOHATIBHBIX JaHHBIX.

BcenomoraresibHbIe TeXHHYECKHE CPeACTBA M CHCTEMBbI — TEXHUYECKHUE
CpEICTBa U CHUCTEMbI, HE MpeJHa3HAuCHHbIE I Nepeaayn, 00padOTKU U XpaHEHHUs
MEPCOHAJIBHBIX JAHHBIX, YCTAHABIMBAEMbBIE COBMECTHO C TEXHUYECKUMH CPENACT-

BaMH U CHUCTCMaMH, IIPCAHA3HAYCHHBIMU OJIA O6pa6OTKI/I IICPCOHAJIBHBIX AAdHHBIX



WIM B TOMEIIEHHUAX, B KOTOPBHIX YCTAHOBJIEHbI MH(MOPMAIMIOHHBIE CHCTEMBI TEpPCO-
HaJIbHBIX IAHHBIX.

JlocTyn B ONepauMOHHYIO Cpeay KoMIbloTepa (MH(OPMALMOHHOW CH-
CTeMbI NMEePCOHATBHBIX JAHHBIX) — TIOTyYEeHHE BOSMOKHOCTH 3aITyCKa Ha BBIIOJTHE-
HHE IITATHBIX KOMaH/, (YHKLHM, TMPOLETyp OMEpallMOHHOW CHUCTEMBbl (YHHUTOXKEHH,
KOMUPOBAHUS, IEPEMELICHHUS U T.11.), UCTIONHIEMBIX (DaiiJIOB PUKIIAHBIX TPOIPAMM.

JocTtyn K uH(popManmu — BO3MOXKHOCTh MOJy4eHHUs] MH(OpMAIUK U ee HC-
M10JIb30BAHUSI.

3akJiaiouHOe YCTPOMCTBO — 3JIEMEHT CPENICTBA CheMa MH(POPMALMHU, CKPBITHO
BHEIPSICMBIN (3aKJIaIbIBAEMBIN MM BHOCHUMBI) B MECTa BOZMOKHOTO CheMa HH(pOpMa-
MU (B TOM YHCJIE B OTPAXICHUE, KOHCTPYKIIMIO, 000pYIOBaHKE, IPEAMETHI HHTEPHEPA,
TPaHCIIOPTHBIE CPEJICTBA, a TAKKE B TEXHUUYECKHE CPEACTBA U CUCTEMBI 00paOOTKHU MH-
dbopmanun).

3amumaemass nHgopManus — UHPOpMaIYs, SBISIOIIAACS TIPEIMETOM CO0-
CTBEHHOCTH W TOAJIEXKAIas 3alllUTe B COOTBETCTBUM C TPEOOBAHMSAMH IPABOBBIX JIOKY-
MEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABINBAEMbIMU COOCTBEHHUKOM MH(OpMALIUH.

NnenTudukanus — MNpucBOEHHE CYOBEKTaM M OOBEKTaM JOCTya WICHTU-
dbukaropa 1 (UIM) CpaBHEHUE MPETBSIBISEMOro UACHTU(HKATOPA C TIEPEUHEM MPUCBO-
€HHBIX UACHTU(PUKATOPOB.

HNudopMaTUBHBIA CUTHAJ — DIIEKTPUUYECKUE CUTHAJIBI, aKyYCTHUYECKHUE, DJICK-
TPOMarHUTHBIE U Jpyrue (GU3MUECKUE MO, 10 MapamMeTpaM KOTOPhIX MOXET ObITh pac-
KpbITa KOHpUICHIMaTbHas uHbopMaIws (epCOHATbHBIE JaHHbIe) oOpabaThiBacMas B
MH()OPMALMOHHOM CHUCTEME NIEPCOHAITBHBIX JaHHBIX.

Nudpopmanuonnas cucreMa mnepcoHadbHbIX AaHHbIX (UCIIAH) — uH-
(dopMalmoHHas CUCTEMa, MPEACTaBIAONMIAs cOO0NH COBOKYMHOCTh MEPCOHATIBHBIX
JAHHBIX, COJIEpPKAIIUXCS B 0a3€ NaHHBIX, a TaKKe MHPOPMAILIMOHHBIX TEXHOJIOTUN
U TEXHUYECKUX CPEJICTB, MO3BOJISIONIMX OCYHIECTBIIATh 0OpabOTKY TaKuX Mepco-
HAJIBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEACTB aBTOMATH3AIMK WK 0€3 UCTOIb30-

BaHMA TaKHUX CPCACTB, UCII0JIb3yCMas B O6paBOBaTeJ'IBHOM YUPCIKIACHUH.



NudopmanuoHHble TEXHOJOIMH — TPOLIECCHl, METO/IBI MOKCKA, cOOpa, Xpa-
HEeHUsI, 00pabOTKH, TIPEIOCTABICHHS, pacTIpOCTpaHeH s MH(OPMAIMH U CIIOCOOBI OCY-
HIECTBJICHUS TaKUX MPOILECCOB U METOJIOB.

Hcnonb3oBaHue mepcoOHANbHBIX JaHHBIX — JCUCTBUA (ONepanuu) ¢ mep-
COHAJILHBIMU JAHHBIMHU, COBEPIIAEMbIC OMEPATOPOM B LEJSAX MPUHATHS PEIICHUI
WJIM COBEPIICHUS] UHBIX JEUCTBUI, TOPOXKAAIONIMX OPUIUYECKHE MOCIECICTBUS B
OTHOIIIEHUHU CYOBEKTa MEePCOHANBHBIX JTaHHBIX WU IPYTHX JUI TUO0 UHBIM 00pa-
30M 3aTparvBalolIUX MpaBa U CBOOOJBI CyOBEKTa MEPCOHAIBHBIX JAHHBIX WIU
JIPYTHUX JIUIL.

Hcrounuk yrpo3nl 6e3onacHOCTH MH(OPMAIUM — CYOBEKT JOCTYyIa, MaTe-
pUATbHBIN OOBEKT WM (PM3UUECKOE SIBJICHUE, SBIISIOIIMECS] MPUYMHON BO3HUKHOBEHMSI
yrpo3bl 0€30MaCHOCTU UH(OPMAIUH.

KonTposmnpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHS, 3[aHKUE, YaCThb 3/1aHus,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOe NpeObIBaHUE MOCTOPOHHUX
JINIY,  TAK)KE TPAHCTIOPTHBIX, TEXHUIECKUX M HHBIX MaTepPUaTbHBIX CPEICTB.

Kon(punaeHunaJabHOCTh NMEPCOHANBHBIX JAaHHBIX — 00s3aTeNbHOE UIS CO-
OJMIOZIEHMS OTIEPATOPOM WITH WHBIM TOTYUYHBIIAM JIOCTYII K TIEPCOHATBHBIM JIAHHBIM JIU-
1IOM TpeOOBaHME HE JOMYyCKaTh MX PACHpOCTpaHEHUs O€3 coryiacus CyObeKTa IMepco-
HAJIbHBIX JIAHHBIX WM HAJIMYXSI THOTO 3aKOHHOTO OCHOBAHWUSI.

MexceTeBOM IKpPaH — JOKATLHOE (OJHOKOMITIOHEHTHOE) WM (PYHKITMOHATIHLHO-
pacrpeeneHHoe MPorpaMMHOE (IIPOrpaMMHO-AMIapaTHOE) CPEeCTBO (KOMILIEKC), pea-
JIM3YIOIIee KOHTPOJb 3a MH(pOpPMAIMEl, MOCTyNaloIe B MHPOPMAIIMOHHYIO CUCTEMY
NEPCOHATIBHBIX JAHHBIX U (M) BBIXOASIIEH 13 MHPOPMALIMOHHON CHCTEMBI.

Hapymureb 6€301aCHOCTH NMEPCOHATBHBIX JAHHBIX — (PU3UUECKOE JIUILIO,
CIy4aiHO WITH TIPETHAMEPEHHO COBEPIIIAIOIIee ACHCTBUSI, CIIEICTBUEM KOTOPBIX SIBIISICTCS
HapyIlleHue 0e30MacHOCTH TEPCOHATBHBIX JAHHBIX TMPH MX OOpabOTKE TEXHUUYECKUMHU
cpeacTBaMH B MH(OPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JAHHbBIX.

HeaBromaTnznpoBanHasi 00pa00TKa NepPCOHAJBHBIX JAAHHBIX — 00pa-
00TKa MEePCOHANBHBIX JAHHBIX, COJIEPXKAIUXCA B MHPOPMAIIMOHHOM CUCTEME TIep-
COHAJILHBIX JAHHBIX JINOO M3BICUYCHHBIX U3 TAKOH CHCTEMBI, CYUTACTCS OCYIIECTB-
JICHHOW 0€3 WCIONB30BaHMs CPEICTB aBTOMATH3aIMN (HEaBTOMATHU3UPOBAHHON),
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€CJIM TaKue ACHCTBUS C MEPCOHAIbHBIMU JAHHBIMH, KaK MCIOJIb30BAHUE, YTOUHE-
HUE, pacpOCTPAHECHUE, YHUUTOKEHHUE NIEPCOHATBHBIX JAHHBIX B OTHOIIEHUU KaX-
JIOTO U3 CYOBEKTOB MEPCOHAIBHBIX JIAHHBIX, OCYIIECTBIISIIOTCS MPU HEMOCpE-
CTBEHHOM YYaCTHUH YETIOBEKaA.

HenekjsapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHATBHBIE BO3MOXKHOCTH
CPEJICTB BBIUMCIIUTEIILHOW TEXHUKH, HE ONMCAHHBIC WM HE COOTBETCTBYIOLIME OIUCAH-
HBIM B JIOKYMEHTAITUH, TIPY WCITOJIL30BAaHUU KOTOPBHIX BO3MOXKHO HapyllieHHe KOH(DU-
JCHIMATIBHOCTH, TOCTYITHOCTH WJIM LIEJIOCTHOCTH 00padaThiBaeMoii HH(DOpMAaIUH.

HecaHKUMOHUPOBAHHBIN 10CTYNl (HECAHKUMOHUPOBAHHbIC 1eHCTBUSA) —
JOCTYIT K MH()OPMAITIA WM JISHCTBUS C WHQOpMAIMEH, HapyIIaloNFe MpaBia pas-
IPaHUYEHHUSI JIOCTYNA C KCIIOJB30BAHUEM IITATHBIX CPEACTB, MPEAOCTABISIEMBbIX WH-
(dhopMallMOHHBIMUA CUCTEMaMU MEPCOHANIBHBIX TaHHBIX.

Hocurens nHdopmammm — Guzndeckoe U0 WM MaTepUaTbHBbIA OOBEKT, B
TOM 4mciie (pu3nueckoe mose, B KOTOPOM UH(pOpMAIIMsS HAXOJUT CBOE OTPKEHHE B BUJIE
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUA U MPOLIECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK (HU3UUECKUX BEIIMYHUH.

O0e3nuYnBaHue NEPCOHAIBHBIX JAHHBIX — JICUCTBUS, B PE3yJIbTaTe KOTO-
pPBIX HEBO3MOXHO OIPEIACIUTh MPUHAIICKHOCTh MEPCOHAIBHBIX JaHHBIX KOH-
KPETHOMY CYOBEKTY NMEePCOHAIBHBIX TAHHBIX.

OO0paboTka MepCOHAJBHBIX JAHHBIX — JICHCTBUS (OMEpalK) ¢ IePCOHATb-
HBIMH JaHHBIMHU, BKJIFOUYast COOp, CUCTEMaTH3AINIO, HAKOTUICHUE, XPaHEHUE, YTOUHCHHUE
(0OHOBIIEHHE, I3MEHEHHE), UCTIOIB30BaHKE, PACIIPOCTPAHEHHE (B TOM YHCIIE TIepeaaqy),
o0e3MuuBaHue, OJJOKMPOBAHNE, YHUUTOKEHUE MEPCOHAIBHBIX IAHHBIX.

OO0umenocTynHbie NEPCOHANbHBbIE JaAHHbIE — NIEPCOHAIBHBIE JTaHHbBIC, J0-
CTYN HEOTPAHUUECHHOTO KPyTa JIUIl K KOTOPBIM MIPEJIOCTABJICH C COTlacusi CyObeKTa
MEPCOHANIBHBIX JAHHBIX WM Ha KOTOPbIE B COOTBETCTBUU C (peiepaabHBIMHU 3aKO-
HaMU HE PacpOCTpaHsIeTCs TpeOoBaHUE COOMIOEHU S KOHPUICHIINATBHOCTH.

Oneparop (MepCOHANBbHBIX JAHHBIX) — TOCYJAPCTBEHHBIN OpraH, MyHHIIH-
NaTBHBINA OpraH, IOPUANYECKOe WM (PU3NYECKOoe JIMI0, OpraHu3ylomiee U (WIM) ocy-
HIECTRIIAONIEE 00PabOTKY MEPCOHATLHBIX JTAHHBIX, a TAKXKE OMPEIEIISIOIINE LIEU U CO-
JiepkaHrue 00pabOTKU MEPCOHANIBHBIX JaHHBIX.
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IlepexBar (MH(opManuM) — HEMPABOMEPHOE MOJIy4eHHE HHPOpMaLUU C
WCIIOJIb30BAHUEM TEXHMUYECKOTO CPEACTBA, OCYIIECTBIAIONIETO OOHApYXKEHUE,
npueM 1 06paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconasibHble NaHHBbIE — Jt00as WH(POpPMAIUS, OTHOCSAIIASACS K OIpee-
JICHHOMY WJIH ONpPEIeIsieMOMY Ha OCHOBAaHUHM TakoW WHQpOpMAIUU (HU3HIECKOMY
iy (CyOBeKTy MEPCOHANBHBIX JIAHHBIX), B TOM 4YHCIE ero (GamMuiivs, uMs, oT4e-
CTBO, T'OJI, MECHII, JlaTa U MECTO POXKACHUS, aJpec, CEMEHHOE, COIMaIbHOEe, UMY-
HIECTBEHHOE TOJIOKEHUE, oOpa3oBaHue, npodeccus, T0XOAbl, aApyras uHbopma-
IS

Ilo0o4HbIEe 3JIEKTPOMATHUTHBIE M3JIyYEHHUS W HABOIKM — DJIEKTpOMAr-
HUTHBIC U3JTyYEHUS TEXHUUYECKHX CPEJICTB 00pabOTKU 3aluiiaeMon nHhopMaIu,
BO3HHMKAIOIIME KaK TOOOYHOE SIBJICHUE U BHI3BAHHBIC DJICKTPUUCCKUMU CUTHAJIAMH,
JEUCTBYIOIIUMH B UX DJIEKTPUYECKUX W MATHUTHBIX LEISIX, & TAKXKE AJIEKTpoMar-
HUTHBIE HABOJKH 3TUX CUTHAJIOB HA TOKOMPOBOSAIIME JIMHUU, KOHCTPYKIUU U IIE-
MY TIUTAHMUSL.

IHonuTHKa «YUCTOTO0 CTOJIA» — KOMIUIEKC OPraHU3AIMOHHBIX MEpPOIpPHS-
TUM, KOHTPOJUPYIOUIUX OTCYTCTBUE 3aMUCHIBAHUS HAa OyMaKHbIE HOCUTEIU KO-
yell u aTpuOyToB JIocTyma (mapojei) U XpaHeHUs! uX BOJIU3H 00BEKTOB AOCTYIA.

Hoab30BaTessb MHGOPMALUOHHONH CHCTEMbI NMEPCOHAJIBHBIX JTAaHHbBIX —
JIUI0, Y4YacTBYyIoIlee B (DYHKIIMOHUPOBAHUU HH(GOPMAIMOHHON CHCTEMBI IEPCO-
HAJIBHBIX TAHHBIX WU UCIOJIb3YIOIIEe Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuja pasrpaHu4eHust J0CTYNAa — COBOKYITHOCTh MPaBUJI, PEriiaMeHTH-
PYIOIIUX TIpaBa J0CTyna CyObeKTOB JOCTYIa K 00bEKTaM JIOCTyTa.

IIporpamMmMHas 3akJjiajika — KOJ IPOrpaMMBbl, IPETHAMEPEHHO BHECEHHBIN B
porpaMMy C IEJIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJIOKUPOBATh, YHUUTOXKUTh
UHOOPMAIUIO WM YHHUYTOXHUTh U MOJIU(MDUIIMPOBATH MPOTPaMMHOE OOeCTieueHue
WH()OPMAITMOHHONW CHCTEMBbI MIEPCOHATBHBIX JAHHBIX W (WiIH) OJIOKMpOBAThH amma-
paTHbIE Cpe/CTBA.

IIporpamMHoe (MporpaMMHO-MaTeMaTHYeCKOe) BO3/eiCTBUE — HECAHK-
[IMOHUPOBAHHOE BO3JCHCTBHE HAa PECypChl aBTOMATHU3WPOBAHHOW WH(OpMAIIMOH-
HOM CHUCTEMBI, OCYIIIECTBIIIEMOE C UCIIOIb30BAHUEM BPEAOHOCHBIX MPOTPaMM.
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PackpbiTHe NEpPCOHAIBHBIX [JaHHBIX — YMBIIUIEHHOE WJIM CIIy4alHOE
HapylieHne KOHOHUICHIINATFHOCTH MEPCOHATBHBIX JAHHBIX.

PacnpocTrpaHeHue mepcoOHAJBHBIX JAHHBIX — JICHCTBUSA, HAIPaBJICHHBIC
Ha Tepeayy NEePCOHAIBHBIX JAHHBIX OMPENCICHHOMY KpYry Jidil (meperada mnep-
COHAJIbHBIX JAHHBIX) UM HA O3HAKOMJICHUE C MIEPCOHAIIBHBIMU TAHHBIMU HEOTpa-
HUYEHHOTO Kpyra JIMI, B TOM 4Hclie OOHApOJOBAHHE MEPCOHAIBHBIX JAHHBIX B
CpencTBax  MaccoBod  wH(pOpManuu, pasMmemeHne B UHOOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIHM MPEAOCTABICHUE JOCTYIA K MEPCOHAIbHBIM
JTAHHBIM KaKUM-JINOO WHBIM CIIOCOOOM.

Pecypc nndopmanuoHHON CHUCTEMbI — IMECHOBAaHHBIA JJIEMEHT CHUCTEMHO-
ro, IPUKJIAAHOTO WM amnmnaparHoro obecnedeHus: (GyHKIIMOHUPOBAaHUS UHPOpMa-
IUOHHOM CHCTEMBI.

CpencrBa BbIYMCIUTEIbHOH TEXHUKHU — COBOKYITHOCTb IIPOIPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CUCTEM 00PaOOTKU IaHHBIX, CIIOCOOHBIX (PYHKIIMOHHUPOBATH CaMO-
CTOSITEJILHO WJIM B COCTaBE€ JIPYTUX CHUCTEM.

Cyo0bekT aocryna (cy0beKT)— JMIIO WM MPOLIECC, ICHCTBUA KOTOPOTO per-
JAMEHTHUPYIOTCS TTPaBUJIaMH Pa3rpaHUYEeHUs JOCTYTIA.

Texnuveckue cpeacrBa HMHGPOPMANMOHHOW CHCTEMBbI NEPCOHAIBLHBIX
JAHHBIX — CPEJCTBA BBIYMCIUTEILHON TEXHUKH, WH()OPMAIMOHHO-BBIYUCIUTEIbHBIC
KOMIUIEKCHI ¥ CETH, CPEACTBA M CUCTEMBI Iiepeiayu, puema u oopadotku [1/1x (cpencrsa
Y CUCTEMBI 3BYKO3aINCH, 3ByKOYCHIIEHHS], 3ByKOBOCIPOU3BEICHHS, TIEPETOBOPHBIC U Te-
JICBU3MOHHBIE YCTPOMCTBA, CPEJCTBA W3TOTOBJICHUS, TUPAKUPOBAHMS JIOKYMEHTOB W
Jpyrre TEXHUYECKUE CPe/iCTBa 00pabOTKU peueBol, rpadudeckoi, BUIeo- U OYKBEHHO-
1 poBoi MHGOPMAIH), TIPOTPAMMHBIC CPEJICTBA (OMEPAMOHHBIE CHCTEMBI, CHCTEMbI
yIpaBJieHus1 0a3aMu JTaHHBIX U T.I1.), CPEACTBA 3alIUTHI MH(POPMAIHHU, PUMEHSIEMbIC B
UH(POPMAIMIOHHBIX CUCTEMAX.

TexHu4eckuil KaHa YTeYKH MH(OPMaLUM — COBOKYITHOCTb HOCHUTEIIS WUH-
dbopmanmu  (cpeactBa 00pabOTKU), (DU3MUECKOW CpeAbl pacnpocTpaHeHus: HH)Op-
MaTHBHOTO CUTHAJIA M CPEJICTB, KOTOPBIMH JOOBIBACTCS 3aIMIiaeMast HHPpOopMariusi.

TpancrpanuyHas nepegaya NepcoHAJbHBIX JAHHBIX — TIepeaya mnepco-
HAJIBHBIX JAHHBIX OIlepaTtopoM depe3 l'ocymapcTBeHHyr rpanHully Poccuiickoun

9



deneparuy opraHy BJIAaCTH MHOCTPAHHOTO TOCY/IapCcTBa, (PU3UYECKOMY WJIU FOPH-
JTAYECKOMY JIMIy HFHOCTPAHHOI'O TOCY1apCTBa.

¥Yrpo3bl 0€30aCHOCTH NMEPCOHAIBbHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHI U
(haKTOpOB, CO3MAOIINX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHUCJIE CITy4aifHOTO,
JIOCTYTIA K TIEPCOHATTBHBIM JAHHBIM, PE3YJIBTaTOM KOTOPOIO MOXKET CTaTh YHUUTOKECHUE,
H3MEHEHHE, OJIOKMpOBaHUE, KOMMMPOBaHKE, PACIPOCTPaHEHHE TIEPCOHATLHBIX TaHHBIX, a
TaKK€ UHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUI MPpH MX 00pabOTKE B MH(GOPMALIMOHHON
CUCTEME NEPCOHATTBHBIX JAHHBIX.

YHHYTOXEHHE MEePCOHATBHBIX JAHHBIX — JICUCTBUS, B PE3YJIBTATE KOTOPHIX
HEBO3MO)KHO BOCCTAHOBHUTBH CONIEP)KaHHE TMEPCOHATBHBIX JAHHBIX B MH(OPMAIMOHHOM
CUCTEME NIEPCOHAIBHBIX JAHHBIX WM B PE3YJIbTATE KOTOPHIX YHUUTOXKAKOTCS MAaTEpU-
aJbHbIC HOCUTENM MEPCOHANBHBIX JAHHBIX.

VYr1euka (3amumaemMoi) HHGpoOpMANUM MO TEXHUYECKHUM KAaHAJIAM — He-
KOHTPOJIMPYEMOE pacpocTpaHeHne MHMOPMAIMK OT HOCUTENS 3alllUIaeMoi HHQOp-
Maly 4epe3 (PU3ndIecKyro cpey J0 TEXHHUYECKOTO CPEICTBA, OCYILIECTRISIIOIIETO TIepe-
XBaT UH(GOPMAIIHH.

Ys3BUMOCTB — CJ1a00CTh B CPEICTBAX 3AIUTHI, KOTOPYIO MOKHO HCHOJIb30BaTh
JUTSl HApYIIEHHS CUCTEMBI WU COJIEprKallieiicss B Hel MH(pOpMAaIUK.

HesocTHOoCTh HHGpOPMALIMH — CITOCOOHOCTh CPEJICTBA BBIYMCIIUTEIIHBHON TEX-
HUKHU WM aBTOMATU3UPOBAHHON CUCTEMbI 00eCTIeunBaTh HEM3MEHHOCTh MH(OpMAaIiy B

YCIIOBHSX CITyYaltHOTO W/WJTM MPEAHAMEPEHHOTO UCKKEHUS (Pa3pyILCHHS ).
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OBO3HAYEHUSA N COKPALLIEHUA

ABC — aHTUBHUPYCHBIE CPE/ICTBA

AC — aBTOMaTHU3UpOBaHHAs CHCTEMA

APM — aBTOMaTH3UpOBaHHOE PAdOYEE MECTO

BTCC — BcnomorarenbHble TEXHUUECKHUE CPEACTBA U CUCTEMBI
NCII 1 — nadopMariioHHast cucTeMa MepCoOHANTBHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokanpHasi BEIYACIUTEIIbHAS CETh

MD — mexceTeBoi FKpaH

HC/I — HecaHKIIMOHUPOBAaHHBIN IOCTYTI

OC — onepalioHHAas CUCTEMa

OV — oOpazoBarenbHOE yUpeKICHUE.

[1/IH — mepcoHabHBIE JAHHBIE

[IMB — nporpamMmmMHO-MaTeMaTUYECKOE BO3ICHCTBUE

I1O — nporpammHOe oOecrieueHue

[IODMUH — nobouHbIe 37EKTPOMArHUTHBIE U3Ty4YEHHS U HABOJIKU
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpeactna 3amuThl HHGOpMALIUU

C3I1/In — cuctema (mojcucTemMa) 3airThl IEPCOHATBHBIX IAHHBIX
COB — cucrema oOHapyKEHUSI BTOP>KECHUIMA

TKYU — trexnuueckne KaHabl yTe4Kd HHQOPMAITUH

TC — TexHu4ecKue cpencTaa

VYBII/I1 — yrpo3bl 0€30M1aCHOCTH MEPCOHAIBHBIX JAHHBIX

AWDB — anmunKCcTpaTop MH(YOPMAITMOHHOM OE30MACHOCTH
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BBEJAEHUE

Hacrosmas ~ Konmenmust  mH(GOpPMaMOHHOM 0e30macHOCTH NCIIH,
ucnonb3yemas B MBOVY «lllkona Ne 140» (manee - OY), sBiseTcss opHIIAaTbHBIM
JIOKyMEHTOM, B KOTOPOM OTIp€JIeJieHa CHCTeMa B3TJISI0B Ha obecrieueHrne uHpop-
MalMoHHOM Oe3onacHocty OVY.

Hacrosimas Konneniusi onpezenser OCHOBHBbIC IENM W 3aJadyM, a TaKkKe
OOIIYI0 CTPaTeruio MOCTPOCHMSI CHUCTEMBbI 3alUTHl MEPCOHATbHBIX MaHHBIX (C3
[11x) OY. Konuenuus onpeaensieT OCHOBHbIE TpeOOBaHUS U 0A30BbIE MOAXObI K
UX pealu3aluu JUis JOCTHXKEHUS TpeOyeMoro ypoBHsS 0€30mMacHOCTH HH(popMa-
1017078

Konuenmust pazpaborana B COOTBETCTBUU C CUCTEMHBIM MOJX0JI0OM K o0ec-
Ne4YeHu0 MHpOpManuoHHOW Oe3onmacHOCTH. CHCTEMHBIM MOJIXOJ MPEANOoJaraet
MPOBEJCHUE KOMIUIEKCA MEPONPUSATUN, BKIIOYAIOMIUX HCCIECJOBAHUE YIPO3 HH-
dbopmariioHHON 6e30macHOCTU U pa3pabOTKy cucTembl 3amuThl [1J[H, ¢ mo3unuu
KOMIUIEKCHOTO MPUMEHEHUSI TEXHUYECKUX W OPraHU3allMOHHBIX MEP U CPEICTB
3aIINTBHI.

[Ton uHpopmanuonHoi 6e3onacHocThio [1JIH MoOHKMMaETCs 3alUIIEHHOCTh
MEePCOHATBHBIX JAHHBIX U 00padaThIBaONIEH UX UHOPACTPYKTYPHI OT JIOOBIX CITY-
YalHBIX WY 3JIOHAMEPEHHBIX BO3JICUCTBUM, PE3YIBTATOM KOTOPBIX MOXKET SIBUTh-
csl HaHeceHue yuiepba camoit undopmaimu, ee BnaaenbiaMm (cyonrekram [1/[H) nmum
uHdpacTpykType. 3anaun nHOOpMAITMOHHON 0€30MacHOCTU CBOJATCS K MUHUMH-
3aruu yiepda oT BO3MOXKHOM peanu3anuu yrpo3 0e3omacHoctu I1/IH, a Takxke K
MIPOTHO3UPOBAHUIO Y MPEIOTBPAIICHUIO TAKUX BO3/ICVCTBUI.

KoHnenmust ciy>kut OCHOBOM 1Jisi pa3pabOTKH KOMIUIEKCAa OpraHU3alliOH-
HBIX U TEXHUUYECKUX Mep Mo obecreueHuto nHpopmarmoHHoit 6ezonacuoctu OV,
a TaK’Ke HOPMATUBHBIX M METOJIMYECKUX TOKYMEHTOB, 00€CIICUMBAIOIINX €€ pea-
JN3aINI0, M HE TIPEAINOaraeT moaMeHbl (yHKIUA TOCyTapCTBEHHBIX OPTaHOB BJIa-
ctu Poccuiickoit ®denepanun, oTBEYAKOIMX 3a obecriedyeHue 0e30MacHOCTH HMH-
(bOpMAaIMOHHBIX TEXHOJIOTHI U 3aIUTY UH(OPMAITUH.

Konnenmous siBisieTcst METOLOJIOTHYECKON OCHOBOM JJISI:
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- (opMHUPOBAHUSA U MPOBEJACHUS €IUHON MOJUTUKUA B 00JacTH oOecrnedeHus
oe3onacuoctu 11/l 8 UCII[Ja OV,

- IPUHSTHS YIIPABIEHYECKUX PEIICHUN U pa3paOOTKU MPAKTUYECKUX MEp 10
BOIUIONIEHUIO MOMUTHKN Oe3zomacHoCcTH [IJ[H u BBRIpaOOTKH KOMILIEKCA COTaco-
BaHHBIX ME€pP HOPMAaTHBHO-IIPABOBOIO, TEXHOJOITMYECKOTO W OPraHU3alHUOHHO-
TEXHUYECKOT0 XapaKTepa, HAIPABJICHHBIX HA BBISBICHHUE, OTPAKEHUE WU JINKBH]IA-
L0 TIOCJIEICTBUM PEANIM3ALMY PA3IUYHBIX BUIOB yrpo3 11/1H;

- KOOpAMHAIMHU JEATEIBHOCTH CTPYKTYpHBIX noapasnaeneHuii OY npu npo-
BeZieHHH paboT mo pa3Butuio u skcmuryartauuu UCII/In ¢ cobmonennem TpeboBa-
Hu oOecrieuenus 6e3onacHoct I1/1H;

- pa3pabOTKU NPEUIOKEHUM MO COBEPUICHCTBOBAHMIO IMPABOBOIO, HOpMa-
TUBHOI'0, METOANYECKOr0, TEXHUYECKOTO U OPTraHU3ALMOHHOI0 oOecrieueHus 0e3-
onacHoctu I1/In B UCIT[Jn OV.

O6unactp npuMeHenus KoHienmuu pacrnpocTpaHseTcs Ha BCe CTPYKTYpPHbIE
noapazzaenenuss OV, 3KCIUTyaTUPYIOIIUE TEXHUYECKUE U MPOrpaMMHbBIE CPEJCTBA
HCTI[IH, B KOTOpBIX OCYIIECTBIIAECTCS aBTOMaTuU3upoBaHHas oOpabortka [1/1H, a
TaK)K€ Ha MOJpa3lesICeHHs], OCYLIECTBISIOIINE COMPOBOXKICHUE, OOCITYKUBAHUE U
oOecrieyeHne HopManbHOTO (QyHKIMOHUpoBaHuss UCII/IH.

[TpaBoBoii 6a3oit 11t pazpaboTku HacTosimen Konneniuu ciyxar TpedoBa-
HUS IEUCTBYIOIUX B Poccuu 3akoHOAATENBHBIX U HOPMATUBHBIX JOKYMEHTOB IO

oOecrieueHnto0 0€30MacCHOCTH NepcoHaIbHbIX JaHHBIX ([1/1H).
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1. O01mme MoJI0KEeHUA

Hacrosmas Konuennus onpenenser OCHOBHBIE LENM M 3a4a4M, a TAKKE
OOIIyI0 CTpaTerui0 IOCTPOCHUS CHUCTEMBI 3alllUThl TEPCOHANBHBIX JAaHHBIX
(C3I1n) OV, B cootrBercTBUM ¢ Ilepeunem MUCII/In OY. Konuenius onpenenser
OCHOBHBIE TpeOOBaHMS U 0a30BbI€ MOAXObl K MX peaNu3alfu, IS JTOCTHKEHUS
TpeOyeMOoro ypoBHS O€30MMacHOCTH HH(GOPMAIIUH.

C3IIIn mpexncraBnser coOOW COBOKYMHOCTh OPTraHM3AallMOHHBIX W TEX-
HUYECKUX MeponpusaTuil juist 3auuThl [IJIH OT HEMpPaBOMEPHOTO WJIM CIIy4ailHOro
JIOCTyTNa K HUM, YHUYTOXKEHHUS, U3MEHEHHUs, OJOKUPOBAHMS, KOMUPOBAHUS, pac-
npoctpadenus [1/{H, a TakKe MHBIX HEPABOMEPHBIX AEHCTBUI C HUMH.

be3onacHOCTh NEPCOHATIBHBIX TAHHBIX JOCTUTAETCS IyTEM UCKIIFOUCHUS He-
CaHKLIMOHUPOBAHHOT'0, B TOM YHUCJIE CIy4alHOrO, JOCTYIA K MEPCOHAIbHBIM JaH-
HBIM, PE3YyJbTaTOM KOTOPOI'O MOXET CTaThb YHMUYTOKEHUE, U3MEHEHUE, OJIOKUpO-
BaHHE, KOIMPOBAHUE, PACIPOCTPAHECHHUE IEPCOHANBHBIX JAHHBIX, a TAKKE HHBIX
HECAHKI[MOHUPOBAHHBIX JECHCTBUM.

Crpykrypa, coctaB 1 ocHOBHbIe (pyHkumu C3I1/IH onpenenstoTes ucxons u3
xiacca WMCIIAn. C3IIJIH BriIrO4aeT OpraHW3allMOHHBIE MEPBl U TEXHUYECKHUE
cpelcTBa 3auThl MHGOpMaKK (B TOM 4HUCie MHPpoBaibHbIE (KpunTorpaduye-
CKHE) CpEelCTBa, CPEACTBA NPEJOTBPALICHHMS] HECAaHKIMOHMPOBAHHOIO JOCTYIIA,
YT€UKU MH(OpMALMU MO TEXHUYECKUM KaHajaM, MPOrpaMMHO-TEXHUYECKHX BO3-
JIEUCTBUN Ha TEXHUYECKHEe cpeacTtBa oopaborku [1JIH), a Takke UCHONIb3yeMble B
UH(POPMAIIMOHHOM crcTeMe HH(POPMALMOHHbBIE TEXHOJIOTHH.

OTH Mepbl NPU3BaHbI 00ECTIEYUTh:

- KOH(UIEHIHAJBHOCTh MH(POpMAIMH (3aIIUTa OT HECAHKIIMOHUPOBAHHO-
r'0 O3HAKOMJICHHS );

- HeJIOCTHOCTh MH(pOpMaluu (aKTyaJbHOCTh M HENPOTUBOPEUYUBOCTH HMH-
dbopMmaruu, ee 3alMIIEHHOCTh OT Pa3pylICHUs U HECAaHKUMOHHUPOBAHHOTO H3Me-
HEHU);

- I0CTYNHOCTh MHpOpMauu (BO3MOXKHOCTh 32 MPUEMIIEMOE BpeMs IOJTy-

YUTh TPEOYyeMyr0 HH(POPMAIIMOHHYIO YCIIYTY).
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Cragum co3ganns C3I1/]H BKIIFOYAIOT:

- IPEJIIPOCKTHAsT CTaaus, BKIIOYAIOIIAs MPEINPOCKTHOE 00cieIoOBaHUE
NCITIH, pa3pabOTKy TEXHUYECKOTO (HACTHOIO TEXHUYECKOT0) 3aJaHusl Ha €€ Co-
3/1aHUE;

- cTaausl IPOEKTHPOBaHus (pa3paboTku npoekToB) u peanusauuu MCII/H,
BKtovaronas pazpadborky C3I1/In B cocrae UCIIH;

- ctagus BBoja B Aericteue C3I1/IH, BKIrOUaronas ONnbITHYIO SKCILTYyaTaluio
U IPUEMO-C/IaTOYHbIE MCTIBITAHHSI CPECTB 3alIUThl HH(OPMAIIH, a TAKKE OLEHKY
cootBetcTBUs MCII/IH TpeOGoBanusiM 6€30MacHOCTH HH(POPMALIHH.

Opranu3aliMoOHHbIE MEpbl MPEIYCMATPUBAIOT CO3/IaHHE U TOJAJECpPKaHHE
npaBoBoi 0a3bl Oe3omacHocTu [1/]H 1 pa3paboTKy (BBEIEHUE B JICHCTBUE) MPEy-
cmoTpeHHbIX [lonmutukoit nudopmarmonnoit 6ezonacuoct UCIIIH crnemxyrommx
OpraHU3alMOHHO-PACTIOPSIUTENIbHBIX JOKYMEHTOB:

- [Iman meponpusTuii no odecnedyennto 3amuThl [1/[H npu nx oOpaboTke B
NCIIdH;

- [lopsimok pe3epBuUpOBaHMs U BOcCTaHOBJIEHUs pabdotocnocoOHoctu TC u
IT1O, 6a3 nannbex n C3U,

- JlomknoctHas uHcTpykuus agmuuuctpatopa VMCIIIn B wactu obecneue-
Hus 6e3onacHocTH 1/ npu nx odpadotke B UCII/H;

- Jlo;mkHOCTHAS MHCTPYKIUS agMuHucTpatopa 6e3omacaoctu UCTIIH;

- JlomxHocTHas uHCTpyKuus mnoJb3oBarens UCII[IH B yactu obecnieueHus
oe3onacHoctu [1/In mpu ux obpadbotke B UCII/H;

- MHCTpYyKIMS MOJIB30BaTENS HA CIydyaill BOSHUKHOBEHHUS] BHEIITATHON CUTY-
anuu;

TexHruuecKkue Mephl 3alUThl PEATU3YIOTCS MIPU MIOMOIIM COOTBETCTBYFOIIMX
IPOrPAMMHO-TEXHUYECKUX CPEICTB U METOAOB 3aIUTHI.

[lepeyenb HEOOXOAMMBIX MeEp 3aUIUThl UH(GOPMAIMK ONpeneseTcs Mo pe-

3yJibTaTaM BHyTpeHHen npoBepku 6ezonacHoctr MCIIIu OY.
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2. 3a1a4M CHCTEMBI 3alIUTHI MEePCOHAJbLHBIX NaHHBIX (C3I1/1n)

OcnoBno#t nenpto C3I1/IH sBiseTcss MUHUMU3ALUA yiiepoa OT BO3MOKHOM
peanuzauuu yrpo3 6ezonacHoctu [1/]H.

s mocTmkeHUs OCHOBHOM Ienm cucrtema OesomacHoctu [1JIn MCIT/Ix
ToJDKHA oOecrieunBaTh 3()(PEKTUBHOE PEIICHNUE CIASAYIOMNX 3a/1a4:

- 3alIUTy OT BMemaTenbcTBa B mponece ¢yHkuuonuposanuss UCIIAH mo-
CTOPOHHHX JIHI] (BO3MOXHOCTH Hcmojb30oBaHusd AC M JOCTYIl K €€ pecypcam
JIOJKHBI UMETh TOJIBKO 3apETUCTPUPOBAHHBIE YCTAHOBJIEHHBIM MOPSIKOM MOJIb30-
BaTeIIN);

- pa3rpaHUYEHrE JOCTYyNa 3apETUCTPUPOBAHHBIX MOJIB30BATEIICH K amnmapar-
HBIM, TIPOrpaMMHBIM 1 MHGOpMaroHHbIM pecypcam MCIIJIH (BO3MOXKHOCTB J10-
CTyma TOJIbKO K TEM pecypcaM U BBIIIOJIHEHUS TOJIBKO TEX OINepaluii ¢ HUMH, KO-
TOpbIE HEOOXOIMMBbI KOHKPETHBIM mojb3oBarensiM UCIIJIH 115 BBIMOTHEHUS! CBO-
UX CIY>KEOHBIX 00SI3aHHOCTE), TO €CTh 3alIUTy OT HECAHKIMOHHUPOBAHHOTO JO-
cTymna:

a) k uadopmaruu, mupkynupyromeit B UCIT/IH;

0) k cpenctBam BeruucauTenbHoM Texuuku MUCIT/H;

B) K allllapaTHbIM, IPOTPAMMHBIM U KPUNITOIPAPUUECKUM CPEICTBAM
3amuThl, ucnojibzyeMbiM B UCII/IH;

- PETUCTPALMIO JICVCTBUI TOJB30BATENICH MPU MCIOJIb30BAHUMU 3allullac-
MbIX pecypcoB UCII/IH B CUCTEMHBIX K ypHAJIaX U NEPUOIUYECKUN KOHTPOIb KOP-
PEKTHOCTH JEUCTBUN ITOJIB30BATEIIEN CUCTEMBI IIyTEM aHAJIN3a COEPKUMOI0 ITUX
YKYpHAaJIOB,;

- KOHTPOJIb 1IEJTOCTHOCTHU (00ecreueHrne HEeM3MEHHOCTH) CPEJIbl UCTIOJTHEHUS
IIPOTPAaMM U €€ BOCCTAHOBJICHHUE B CIIy4ae HapyIICHUS;

- 3aIIUTY OT HECAHKIIMOHUPOBAHHOW MOIU(DUKAIIMN U KOHTPOJb IE€I0CTHO-
ctu ucnoiabzyembix B MUCIIJ[H nporpaMMHBIX CPEACTB, @ TAKXKE 3aLIUTY CUCTEMBbI
OT BHEJPEHUSI HECAHKIIMOHUPOBAHHBIX MPOTPAMM;

- 3amuty [IJIH OT yTeuku Mo TEXHHYECKUMM KaHajlaM NpH ee 00paboTke,

XPaHCHUM U MEPEAAIC 110 KaHaJIaM CBA3HU,
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- 3amury [1/IH, Xxpanumoii, oOpabaTeiBaeMOl U MeperaBaeMoi Mo KaHajaaM
CBSI3M, OT HECAHKIIMOHUPOBAHHOT'O PA3TJIAIICHUS WA UCKAXKEHUS;

- o0ecreyeHue KUBYYECTH KPUINTOTpadhUUECKUX CPEJCTB 3alIUThl UHPOP-
MAaIMH1 MMPUA KOMIIPOMETALIUY YaCTH KJIOUYEBON CUCTEMBI;

- CBOCBPEMEHHOE BBISBICHUE MCTOYHHUKOB yrpo3 Oe3zomacHoctu I1/[H, mpu-
YUH U YCJIOBUH, CIOCOOCTBYIOIIUX HaHeceHHIo yuiepba cyowekram [1/IH, co3na-
HUE MEXaHu3Ma ONEPaTUBHOIO pearupoBaHusi Ha yrpo3bl Oe3omnacHoctu [IJIH u
HETaTUBHbBIEC TCHACHIUY;

- CO3/IaHUE YCJIOBUU ISl MUHUMU3ALIUH U JOKAJIU3AIUU HAHOCUMOTO YIIEP-
0a HEMPaBOMEPHBIMU TEUCTBUSAMU (PU3UUECKUX M IOPUIUICCKUX JIHI], OCIIa0ICHHE
HEraTHUBHOTO BIMSHUS W JUKBUAAIMS TOCJIEICTBUIA HapylieHUsT 0e30MacHOCTH

IT/1H.
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3. O0BbEeKTHI 3AIIUTHI

3.1. IlepedyeHb HHGPOPMALMOHHBIX CHCTEM

B OV npouzBoautcs 06paboTka MEepCOHAIBHBIX JAHHBIX C MOMOIIBIO HUCTOJIb3Yye-
Mbix B OY UCITI/IH.
[Tepeuenp MUCII/IH ompenensercs Ha ocHOBaHMM OTuera Mo pe3yJibTaram

BHYTpEHHEH npoBepkH (pa3padaTeiBaeTcs HHAUBUAYaIbHO 11 OY).

3.2. IlepeyeHb 00HEKTOB 3aAIIUTHI

OObexTaMu 3alUThI sABIsieTcss nHGopmatus, oopadateiBaemasi B UCIIH, u
TEXHUUYECKUE CpeJCTBa ee 00paboTku u 3amuThl. [lepcoHanbHbIE TaHHBIE, MOJIE-
XKalllue 3aluTe, onpeaencHsl B llepedHe mepcOHaNbHBIX AAHHBIX, MOAJEKAIIUX
3amute B UCII/H.

OOBEKTHI 3aIIUTHI BKIIIOYAIOT CIICTYIOIINE KOMIIOHCHTHI:

1) O6pabaTbiBacMast HHGOPMAITHS.

2) TexHonoruueckas HHGOpPMALHS.

3) [IporpaMMHO-TEXHUYECKHE CPEICTBA OOPAOOTKH.

4) Cpencrsa 3amutsl [1]1H.

5) Kanabl nH()OpMAIIMOHHOTO OOMEHA U TEJICKOMMYHHKAIINH.

6) OOBEKTHI U TIOMEIIEHHS, B KOTOPBIX pa3menieHbl kKommoHeHTbl MCTI/IH.
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4. Knaccupuxanus noab3oBaresed UCITIn

[Tomp3oBatenem UCII/IH sBusieTcs muio, ydyacTByromee B PyHKITMOHUPOBA-
HUU UH(OPMAIIMOHHON CHUCTEMBbI MEPCOHANBHBIX JTAHHBIX WM UCIOJIb3YIOIIee pe-
3ynbTaThl ee pyHknuonupoBanusi. B OV monws3zoBarenem UCIIIH sBisieTcs 060
corpynauk OV, umeromnii goctyn k MCII/IH u ee pecypcam B COOTBETCTBUU C
YCTaHOBJICHHBIM TOPSJIKOM, B COOTBETCTBUU C €r0 (PYHKIIMOHAIbHBIMU O0s3aHHO-
CTSIMU.

[Tonws3zoBatenu UCITIH B OV nenstca Ha TpU OCHOBHBIE KATETOPUH:

1) Anmunuctparop MCIIJIH. Cortpyanuku OVY, KOTOpbIE 3aHUMAIOTCS
HaCTPOMKOW, BHEAPEHUEM U CONIPOBOXKIACHUEM cucTeMbl. Anmunuctparop UCII/ I
o0aaeT CIeAyOIUM YPOBHEM JIOCTyHA!

- obnagaer mojgHOM MH(poOpManuend O CUCTEMHOM M MPHUKIAIHOM MpO-
rpammHoM obecnieuennu UCIIH;

- o0siagaeT nojaHoW HH(popMalKend 0 TEXHUYECKUX CPEICTBAaX U KOHPUTry-
paunu UCIT/1H;

- UIMEET JOCTYN KO BCEM TEXHHUYECKHM CpeAcTBaM 00paboTKH MH(OpMa-
uuu ¥ gasabiM UCIIH;

- o0amaer npaBaMu KOH(UTYPUPOBAHUS U aIMUHUCTPATUBHOW HACTPOW-
k1 TexHnueckux cpeacts UCI/IH.

2) Iporpammuct-pazpadorunk MCIIJIH. Corpyaauku OY WM CTOPOHHUX
OpraHu3alMii, KOTOpbIE 3aHUMAIOTCS pa3pabOTKONM IMPOrpaMMHOrO OOeCHeueHUsl.
PazpaboTunxk UCII/IH obmanaeT cienyonmM ypoBHEM JOCTYIIA:

- obnamaer uHdopmanuen 00 alropuT™Max U rnporpammax o0pabOTKU MH-
dbopmanuu vHa UCII/IH;
- 00JaaeT BO3MOKHOCTSIMM BHECEHHsI OIIMOOK, HEIEKIapUPOBAHHBIX

BO3MOYKHOCTEM, MPOrpaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX MPOTrpaMM B MPO-

rpammHoe obecnieuenue VCIIJIH Ha cTtagmm ee pa3paOOTKH, BHEAPEHUS U

COTIPOBOK/ICHHUS;
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- MOXET pacroaraTh JOOBIMU (parMeHTaMU UHPOPMALUU O TOTIOJIOTHU
NUCII/Ix n Texuuueckux cpeacTBax oopadoTku u 3amutsl [1/1H, 06padbartsi-
BaeMbIx B UCIT/IH.

3) Oneparop UCTI/In. Cotpymuuku noapazaeneHuii OV, y4acTBYIOMUX B
nporecce skcruryaranmu WCIIJH. Omneparop HCIIJIH oGnamaer criemyronum
YPOBHEM JIOCTYIIA:

- o0jajaer BceMU HEOOXOIMMBIMU aTpuOyTaMu (HampuMep, MapoJieM),
00ecreunBaOIIUMU AOCTYII K HEKOTOPOMY NOJAMHOkecTBY [1/1H;

- pacnojiaraeT KOH(PHICHIUATbHBIMU JTAHHBIMU, K KOTOPBIM HMEET J0-
CTYIL.

Kareropun mnosnp3oBateneidl NOJKHBI ObITh omnpeneneHsl s kaxaoun MC-
[111. JIomkHO OBITh YTOYHEHO pa3/elIeHUe COTPYJHUKOB BHYTPU KaTEropuil, B
COOTBETCTBUM C THIIAMU TOJIb30BaTeNe, onpeneneHHbiMU B [lonutuke nudopma-
IIUOHHOI 0€3011aCHOCTH.

Bce BpIsIBIEHHBIE TPyNIbI MOJb30BaTENed OTpakaroTcs B Otuere mo pe-
3yJbTaTaM BHYTPEHHEW npoBepku. Ha ocHoBanmm Otuera ompenesstoTcs Mpasa
nocrtyna K anementaM MCIIIH mis Bcex rpynn Mojap30BaTENE U OTPaXKarOTCs B

Marpune noctyna nosp3oBarenei K 11/1H.
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5. OCHOBHbIC NPHHUOMIBI TMOCTPOCHHUS CHCTEMbI KOMILJIEKCHOM
32U Thl HH(pOpMaALUU

[Toctpoenue cucremsl obecnieueHus: 6e3omnacHoctu [1/In B UCII[IH OV u ee
GYHKIIMOHUPOBAHHUE JOJIKHBI OCYIIECTBIISTHCS B COOTBETCTBUHU CO CIIEAYIOIIMMHU
OCHOBHBIMU ITPUHIIUIIAMMU:

- 3aKOHHOCTB;

- CHCTEMHOCTb;

- KOMIUJIEKCHOCTb;

- HETIPEPBIBHOCTD;

- CBOEBPEMEHHOCTb;

- IIPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIICHCTBOBAHUS;

- IEPCOHANIbHASA OTBETCTBEHHOCT;

- MMHUMU3AIUS TOJTHOMOYHI;

- B3aMMO/JICICTBHE U COTPYIHUYECTBO;

- THOKOCTh CHCTEMBI 3aIlIUTHI;

- OTKPBITOCTh aJITOPUTMOB U MEXAHU3MOB 3aIIUTHI;

- IPOCTOTA MPUMEHEHUS CPEJICTB 3AIIUTHI;

- Hay4Hasi 000CHOBAaHHOCTh U TEXHUYECKAs Peain3yeMOCTh;

- CHenuanM3anis u npodhecCHOHAIN3M;

- 00513aTEeIbHOCTh KOHTPOJIS.

5.1. 3aKkoHHOCTH

[Ipeanonaraer OCyHIECTBIEHUE 3aLIUTHBIX MEPONPUITHI U pa3paboOTKy
C3I1du OY B COOTBETCTBUU C JACHCTBYIOIIMM 3aKOHOJATEIHCTBOM B 00JIaCTH 3a-
muTel [IJ[H m Opyrux HOPMATHBHBIX aKTOB MO O€30MacHOCTH HWH(OpMaIuy,
YTBEPKJICHHBIX OpraHaMu FOCYJapCTBEHHOM BJIACTH W YIPABJICHUS B Mpeeaax ux
KOMITETCHIIUH.

[Tonws3zoBatenu u odcmyxuBaroniuii mepconan [1{n 8 UCIIIn OV nomxHbI
OBITH OCBEIOMJICHBI O TIOPSJIKE PAOOTHI C 3aluiaeMoil HHpopMalme u 006 OTBET-

CTBEHHOCTH 3a HapylIeHue 3amursl [1/{H.
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5.2. CucTreMHOCTH

Cucremnsiii moaxon k noctpoenuto C3IIIn OV mpenmnonaraer y4er Bcex
B3aMMOCBSI3aHHBIX, B3aUMOJICUCTBYIOIIUX U U3MEHSIOIMIMNXCS BO BPEMEHH 3JIEMEH-
TOB, YCJIOBUU M (DAKTOPOB, CYIIECTBEHHO 3HAYMMBIX JJIsl TIOHUMAaHUS U PEIICHUS
npo6iemsr ooecnieuenus 6e3omacaoctu [1/1a 8 UCITIH OV .

[Ipn co3maHuM CHUCTEMBI 3alIUThl JOJDKHBI YUHUTHIBATHCA BCE clladble U
HauOoJsiee ys3BUMBIE MecTa cucTeMbl 00pabGoTku II/IH, a Takxke xapaktep, BO3-
MOXHBIE OOBEKTHl W HAMPABJICHUS aTaK HAa CUCTEMY CO CTOPOHBI HapylIUTeNeH
(0cOOEHHO BBICOKOKBATU(UIIMPOBAHHBIX 3JI0YMBIILICHHUKOB), IyTH MPOHUKHOBE-
Hus B pactpeneneHubie cuctembl 1 HCJL k nuadopmaruu. Cucrema 3aiuThl J0JTK-
Ha CTPOUTHCS C YUYETOM HE TOJIBKO BCEX M3BECTHBIX KAHAJIIOB MPOHUKHOBEHUS U
HCJl x undopmaruu, HO U C YYETOM BO3MOKHOCTH TOSBJICHUS MPUHITUITHAIBHO

HOBBIX ITyTEH peanus3aluu yrpo3 0€30MacHOCTH.

5.3. KOMILIEKCHOCTH

KoMriekcHOe MCIonb30BaHUE METOJOB U CPEACTB 3AIUTHI MPEANOJIaracT
COIJIaCOBaHHOE NPHUMEHEHUE Pa3HOPOIHBIX CPEICTB MPU MOCTPOCHUM LEIOCTHON
CUCTEMBI 3aIlUTHI, IEPEKPHIBAIOLIEH BCE CYIIECTBEHHbIE (3HAUYMMBIE) KaHaJbI pea-
JU3alUU YTPO3 U HE coJleprkalleil ci1adblX MECT Ha CThIKaX OTIEJIbHBIX €€ KOMIIO-
HEHTOB.

3amura A0HKHA CTPOUTHCS AUIETOHUPOBAHO. sl KaXXI0ro KaHajna yTeuku
uHbOpMalMu U JUIsl KaKIOW yrpo3bl O€30MaCHOCTU JIOJKHO CYIIECTBOBATH He-
CKOJIbKO 3allMTHBIX pyOexeil. Co3aHue 3alllUTHBIX pyOeKel OCYIECTBISIETCS C
Y4€TOM TOTO, YTOOBI [JIsi UX MPEOJOJIEHUS MOTEHUUAIBbHOMY 3JI0YMBIIIJIEHHUKY
TpeboBaMCh MpodecCuOHATbHBIE HABBIKM B HECKOJIBKUX HEB3aMMOCBSI3aHHBIX 00-
JaCTSX.

Buemnss 3ammra gomkHa odecnieunBaTbes (PU3MUECKUMU CPeICTBaMU, Op-
raHU3alMOHHBIMU U MPAaBOBBIMU Mepamu. OHUM U3 Hanbosee YKpEIJIEHHBIX PY-
Oexeill mpu3BaHbl ObITh CPEACTBA KPUNTOTPAPUUECKON 3aIUTHI, peaIu30BaHHBIE C

ucnosbzoBanueM TexHojoruu VPN. IlpukinagHoil ypOBEHb 3alUThI, YYUTHIBAO-
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Ml 0COOEHHOCTHU MPEAMETHOM 00JacTH, MpEACTaBIsSeT BHYTPEHHUM pyOex 3a-

[IUATHI.

5.4. HenpepbiBHOCTb 3amuThI [1/1{H

3ammuTa [IJ[H — HE pa30BO€ MEPONPUATUE U HE IPOCTASI COBOKYITHOCTh MPO-
BEJICHHBIX MEPONPUATHN U YCTAHOBIICHHBIX CPEJACTB 3alUTHI, & HENPEPHIBHBIN 11€-
JICHANIPABIICHHBIN MPOLECC, MPEANOJIATAIINAN MPUHATHE COOTBETCTBYIOIINX MEP
Ha BceX dTamnax sku3HeHHoro nukia MCIT/IH.

NCIIIH nom&HbI HAXOAUTHCA B 3aIUIIEHHOM COCTOSIHUM Ha MPOTSKEHUU
BCET0 BpEMEHU HUX (YHKIMOHUPOBaHUSA. B COOTBETCTBUMM C 3TUM MNPUHIUIIOM
JIOJKHBI IPUHUMATBCS. MEpHI 110 HenonyuieHuto nepexona UCIIIH B He3amumIeH-
HOE COCTOSIHUE.

BonabmuHCTBY (U3HUECKUX M TEXHUYECKUX CPEJCTB 3alUThl s dhdek-
TUBHOTO BBIMIOJIHEHUSI CBOUX (YHKIIMN HEOOXOIMMa IMOCTOSIHHASI TEXHUYECKAsl U
OpraHu3alMoHHas (aAMUHHUCTPATUBHASA) TMOJJIEpkKKa (CBOEBpEeMEHHAas CMEHAa U
oOecrieueHre MPaBUIBLHOTO XPAaHEHUS U MPUMEHEHUS HMMEH, MapoJiei, KIoYeu
mupoBaHus, MepeonpeneseHue mnojHomMounid u T.1.). I[lepepsiBbl B pabote
CPEIICTB 3aIIUThl MOTYT OBITh WCIOJIb30BaHBI 3JIOYMBINIJICHHUKAMH JIJISl aHAIM3a
MPUMEHSAEMBIX METOJOB U CPEICTB 3alUTHI, JIsl BHEAPEHUS CHEUHUATbHBIX IPO-
IPAMMHBIX W anmapaTHbIX '3aKiIafoK" W APYruxX CPEACTB NMPEOIOJEHUS CHUCTEMBI

3aIlIUTHhI ITOCJIC BOCCTAHOBJICHU €C (bYHKHHOHHpOBaHI/IH.

5.5. CBoeBpeMeHHOCTh

[Ipeamonaraer ynpexmaronfii XapakTep Mep oOecredeHus 0e30MacHOCTH
[1/IH, TO ecTh MOCTAHOBKY 3a/1a4 1o komiiekcHou 3amute UCIIIH n peann3zamnuto
Mep obecnieuenus: Oe3onacuoctu [1J[n Ha panaux craausx pazpaborku UCIIAH B
IIEJIOM U €€ CUCTEMBI 3aIUThI HH()OPMAITUH B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3aluThI TOJDKHA BECTUCH MApajuIeNIbHO C pa3paboTKOM
U Pa3BUTHEM CAaMOW 3allMIaeMON CHUCTEMBI. DTO TMO3BOJIUT YYECTh TPEOOBaHUS
0€30MacHOCTH TP MPOCKTUPOBAHUU apXUTEKTYPHI U, B KOHCUHOM CYETE, CO3/aTh
6onee a3 exTuBHBIE (KaK MO 3aTpaTaM PEeCypcoB, TaK U MO CTOWKOCTH) 3allUIICH-

HBIC CUCTEMBI.
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5.6. IlpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHUE

[IpennonararoT MOCTOSSHHOE COBEPILIEHCTBOBAHUE MEP M CPEACTB 3aILUTHI
uH(OpPMAIIMU Ha OCHOBE MPEEMCTBCHHOCTH OPTAHHM3AIMOHHBIX U TEXHUYECKHUX
penieHui, KaapoBoro cocrtana, aHanuza ¢pynkuuonuposanus MCII/Ix u ee cucrte-
MBI 3alIUTHI C YYETOM M3MEHEHUN B METOJIaX U CPEICTBax Iepexsara uHdopma-
IIW, HOPMATUBHBIX TPEOOBAHMIA IO 3aITUTE, JOCTUTHYTOTO OTEYECTBEHHOTO U 3a-

pPyOEXKHOTO OMBbITAa B 3TOM 00JIaCTH.

5.7. Hepconanbﬂaﬂ OTBCTCTBCHHOCTD

[Ipenmonaraer BO3710XKEHHE OTBETCTBEHHOCTH 3a olOecriedeHne 0e30MmacHo-
ctu [IJIH u cucteMbl UX 00pabOTKU HA KaXKJIOT0 COTPYJHHUKA B MIpejenax ero moJ-
HOMOYHMU. B COOTBETCTBUM € 3TUM MPHUHIIUIIOM paclpeiesieHUue MpaB U 00sS3aHHO-
CTE! COTPYJTHUKOB CTPOUTCS TaKUM 00pa3oM, YTOOKI B CTydae JIF0OOTr0 HapYIICHUS

Kpyr' BHHOBHUKOB OBLI YETKO M3BECTEH UJIU CBCICH K MUHUMYMY.

5.8. TIpuHOMI MUHUMM3ANUH MOJTHOMOYHUIA

O3HavaeT mpeaoCTaBICHUE MOJIb30BATEISIM MUHUMAJIBHBIX IIpaB J0CTyMa B
COOTBETCTBHUH C ITPOU3BOJICTBEHHON HEOOXOUMOCTBIO, HA OCHOBE MPUHIIUIIA «BCE,
YTO HE pa3peuUICHO, 3aPEIICHOY.

Hoctyn x IIJIH momkeH mpeaocTaBiIsThC TOJBKO B TOM cliydae U 00beMme,
€CJIM 3TO HEOOXOJIUMO COTPYAHUKY JJIS BBIMIOJHEHUSI €Tr0 JIOJDKHOCTHBIX 00sI3aH-

HOCTEMN.

5.9. B3aumojeiicTBHE U COTPYIHHYECTBO

[Ipennonaraer co3znanue OiaronpusTHOM arMocdepbl B KOJUIEKTUBAX IO/I-
pasnenenuii, odecrieunBaromux pynknuonupoBanue UCII[a OV, mis cHuKeHUS
BEPOSITHOCTA BO3HWKHOBEHHSI HETATUBHBIX JCHCTBHUI CBS3aHHBIX C YEJIIOBEUECKUM
bhakTopoM.

B Takoit 06cTaHOBKE COTPYAHUKU JTODKHBI OCO3HAHHO COOJI0/IaTh YCTAaHOB-
JICHHBIC TIPAaBUJIa U OKa3bIBATh COJACUCTBUE B ICATECIBHOCTH MOPA3ACICHUN 3all1-

Thl HH(POPMALIHH.
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5.10. T'noxocTs cucrembl 3amuThl I1/1H

ITpuHsTBEIE MEPBI U YCTAHOBJIEHHBIE CPEJICTBA 3allUThl, OCOOCHHO B Hayajb-
HBI MEpUOJ UX 3KCIUTyaTallud, MOTYT 00eCreurBaTh KaK Ype3MEpHBIi, TaK U He-
JIOCTaTOYHBIM ypOBeHb 3alUThl. Jljig oOecrieueHrnss BO3MOKHOCTH BapbUPOBAHUSA
YPOBHEM 3alIUIIEHHOCTH, CPEJCTBA 3aIlIMTHl JOJDKHBI 00JIaaTh OINPEAECICHHOU
ruOkocThi0. OCOOCHHO Ba)XKHBIM 3TO CBOWCTBO SABIISIETCS B TEX CIIydasX, KOI/a
YCTaHOBKY CPEJCTB 3aIlUThl HEOOXOIUMO OCYIIECTBIISITh HAa PA0OTAOILYI0 CHCTE-

My, HE HapyIas Mmpolecca ee HOpMaabHOTO (PYHKIIMOHUPOBAHUSI.

5.11. OTKpBITOCTH AJTOPUTMOB U MEXAHNU3MOB 3AIUTHI

CyTb npuHIUIA OTKPBITOCTH aJITOPUTMOB U MEXAHMU3MOB 3aIlIUTHl COCTOUT B
TOM, YTO 3alUTa HE JO0JKHA 00€CIIeYNBATHCS TOJIBKO 34 CUET CEKPETHOCTU CTPYK-
TYpHOUW OpraHM3alfy ¥ aIrOpuTMOB (HYHKIIMOHMPOBAHHS €€ MOJCHUCTEM. 3HAHUE
aJITOPUTMOB padOThI CUCTEMBI 3alIUTHl HE JOJKHO /1aBaTh BO3MOXHOCTHU €€ Ipe-
onosneHus (naxe aBtopam). OIHAKO, TO HE O3HAYAET, YTO MH(OpMaLUsi O KOH-

KPETHOU CUCTEME 3allUThI JOJDKHA OBITh OOIIEA0CTYITHA.

5.12. IIpocToTa NpUMeEHEHHUs CPEICTB 3aAMMUTHI

MexaHu3Mbl 3alUThI JOJIKHBI OBITh UHTYUTUBHO TOHSTHBI U MPOCTHI B UC-
nojb3oBaHuu. [I[puMeHeHre CpeICcTB 3alUThI HE JOJKHO OBITh CBSI3aHO CO 3HAHMU-
€M CIEIUaIbHBIX SI3bIKOB UJIM C BBHITIOJTHEHUEM JCUCTBUM, TPEOYIOMMNX 3HAUYNTEIb-
HBIX JOTMOJIHUTENBHBIX TPY/03aTpaT Mpu OObIYHON paboTe 3aperucTpUpPOBAHHBIX
YCTAHOBJICHHBIM TOPSIKOM IOJIh30BaTENIC, a TakKe HE JOJDKHO TpeOOoBaTh OT
MI0JI30BATEISI BBHIMOJTHEHUS! PYTUHHBIX MAJIOMOHSATHBIX €My orepanuil (BBOJ He-
CKOJIbKUX Mapojiei 1 UMEH U T.11.).

JlomkHa JOCTUraTthCsi aBTOMAaTHU3aLMS MAKCHMaJIbHOIO YHCJA JIEWMCTBHI

nosib3oBateneit u agmuuuctparopos UCIIIH.

5.13. HayuyHnasi 000CHOBAHHOCTh U TeXHHYECKAs PeaIn3yeMoCTh

NudopmanmoHHble TEXHOJIOTUH, TEXHUYECKHUE W MPOrpaMMHBIE CPEICTBA,
CpelCTBa W MEpbl 3aIUTHl MH(POpPMALMK JOKHBI OBITH peaiu30BaHbl HA COBpE-

MCHHOM YPOBHC Pa3BUTHUA HAYKHU U TCXHHUKH, HAYYHO 00OCHOBAHBI C TOYKH 3PpCHUA
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JOCTUKEHUS 33JJaHHOTO YPOBHS 0€30MacCHOCTH MH(OPMALIUK U JAOJKHBI COOTBET-

CTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeboBaHusM 1o 6e3omacHocTu [1/1H.
C3IIIH nomkHa OBITH OPUEHTUPOBAHA HA PELICHUS, BO3MOKHBIE PUCKH IS

KOTOPBIX U MEpbl IPOTUBOJAEHCTBUSA 3TUM PUCKaM MPOILIA BCECTOPOHHIOK TEOpe-

THYECKYIO U MTPAKTUYECKYIO IPOBEPKY.

5.14. Cnenuanuszauusi 1 npogeccHoHATU3M

[Ipeanonaraer npuBiieyeHUE K pa3pabOTKe CPEJCTB U peau3alui Mep 3a-
MIUTHl WHGOPMALIMK CIEMUATM3UPOBAHHBIX OpraHU3aluii, Hanboyee MOArOTOB-
JICHHBIX K KOHKPETHOMY BHJly JEATEIBLHOCTH IO O0ecrnedYeHuto 0e30macHOCTU
[1/TH, UMEIOIUX OMBIT MPAKTUYECKON PabOThl M TOCYIaPCTBEHHYIO JTUIEH3UIO Ha
IpaBO OKa3aHUsl ycIyr B 3TOW oOnacTu. Peanuzanus agMUHUCTPATUBHBIX MEp U
AKCIUTyaTalys CPEACTB 3aIIUTHI IOJKHA OCYIIECTBIATHCS MPOodhecCuOHATBHO TO-

T'OTOBJICHHBIMH CIICIHUAJIMCTAMH oV.

5.15. O0s13aTEJILHOCTH KOHTPOJIA

[Ipeanonaraer 00s13aTENBHOCTh U CBOEBPEMEHHOCTD BBISIBIIEHUS U Mpeceye-
HUSl TIONBITOK HAPYILIEHUS YCTAaHOBJEHHBIX IMpaBMJl oOecredeHHss Oe30MacHOCTU
[1/TH Ha OCHOBE MCHOJB3YEMBIX CUCTEM U CPEJICTB 3aIIUTHl HHPOPMALIUU MIPU CO-
BEPILIEHCTBOBAaHUU KPUTEPUEB U METOAOB OLIEHKH 3((HEKTUBHOCTH 3TUX CUCTEM U
CPEICTB.

KoHTposb 3a neATenpHOCTBIO JIIOOOr0 MOJIb30BATENsA, KaXKIOIO CPENCTBA
3alIUThl U1 B OTHOIIECHUHU JIIOOOTO OOBEKTa 3alUThl JODKEH OCYIIECTBISATHCS Ha
OCHOBE NMPUMEHEHHUS CPEJCTB ONEPATUBHOTO KOHTPOJS U PETUCTPALMU U JTOJHKEH
OXBaThIBaTh KaK HECAHKI[MOHHUPOBAHHBIE, TAK U CAHKIMOHUPOBAHHBIE JIEHCTBHS

OJIL30BaTEJIEH.
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6. Mepbl, MeTObI U cpeAcTBA o0ecrneuyeHHsi TPedyeMOro YpPOBHS
3alIMIIEHHOCTH

Obecnieuenre TpeOyeMOro YpOBHS 3aIUIIEHHOCTH JOJIKHO JOCTUTaThCA C
UCIIOJIb30BaHUEM MEpP, METO/IOB U CpeACTB Oe3omacHocTU. Bee Mephl oOecnieuenus
oe3onacnoctu MCIIJIH noapasnenstorcs Ha:

- 3aKOHO/IaTCIIbHBIC (ITPABOBHIC);

- MOPaJIbHO-3TUYECKHE;

- OpraHu3alloOHHbIC (3 IMUHUCTPATUBHEIC);

- hu3HUYECKHUE;

- TEXHUYECKHE (anmnapaTHbie U MPOrpaMMHEIE).

[lepeuennr BbIOpaHHBIX Mep oOecreueHusi Oe30MacHOCTH OTPaXKaeTcs B

[1nane MepornpuaTHil MO 0OECIIEUEHUIO 3aIUTHI TEPCOHATBHBIX JIAHHBIX.

6.1. 3akoHoaaTe/jibHbIE (IPABOBbIE) MePbI 3AIIUTHI

K mpaBoBbIM MepaM 3alIuThl OTHOCATCS JAEHUCTBYIOIIME B CTPAaHE 3aKOHHBI,
yKa3bl 1 HOPMaTUBHBIEC aKThl, perilaMeHTHpYoIIe npasuia oopamenus ¢ 11J1H,
3aKpEIIAIONINE TIPaBa U 005I3aHHOCTH YYaCTHUKOB MH(DOPMALIMOHHBIX OTHOLIEHUIN
B IIpoliecce ee 00pabOTKU M MCIOJIb30BaHUS, a TaKKE yCTaHABIMBAIOUINE OTBET-
CTBEHHOCTb 3a HAPYLICHUs JTUX IPABWI, NPEMATCTBYsS TEM CaMbIM HEIIPaBOMED-
HOMY ucnoJib3oBaHuto I1/[H u sBAstomuecs cAepKUBAOIIMM (DAKTOPOM sl MO-
TEHIIMAJIbHBIX HAPYLIUTEIIEH.

[IpaBOBBIE MEpHI 3aIUTHl HOCAT B OCHOBHOM YTPEXAAIOIUH, MPOPUIaAKTH-
YECKUI XapakTep U TPeOYIOT MOCTOSHHON pa3bsiCHUTENBHOM padOThI C MOJIb30Ba-

TCISIMH U 06CJ'Iy>KI/IBaIOHII/IM IICPCOHAIIOM CUCTCMBI.

6.2. MopajbHO-dTHYeCKHE MePbI 3alIIUTHI

K MopanbHO-3THYECKMM MepaM OTHOCSTCS HOPMBI TIOBEACHHS, KOTOPBIC
TPAJAMIIMOHHO CJIIOXKWINCH WK CKIIAABIBAIOTCS TI0O Mepe pacnpocTpanenus JBM B
CTpaHE WJIM OOIIECTBE. DT HOPMBI OOJIBIIIEH YaCThIO HE SBISIFOTCS 00S3aTEIHHBI-
MU, KaK 3aKOHOJIATEIbHO YTBEP)KICHHBIC HOPMATHUBHBIC aKThI, OJJHAKO, UX HECO-

OmoieHre BeleT OOBIYHO K MAJCHHUIO aBTOPUTETA, MPECTIKA YEIOBEKa, TPYIIIIbI
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JUIl WKW opraHu3anur. MopaabHO-dTHYECKHE HOPMBI OBIBAIOT KaK HEMHUCaHbIC
(Hanmpumep, oOIIePU3HAHHBIC HOPMbI YECTHOCTH, MATPUOTU3MA U T.I1.), TaK U TTH-
caHble, TO €CTh 0)OPMIICHHBIC B HEKOTOPBIN CBOJ (YCTaB) MPaBWII WK IIPEANUCa-
HUM.

MopaibHO-3THUECKHUE MEPhI 3AIIUTHI SIBISIOTCA NPOPUIAKTUYECKUMU U
TpeOYIOT MOCTOSSHHOM PabOThI MO CO3JIAHUIO 3JI0POBOTO MOPAJIBLHOIO KiIMMaTa B
KOJUICKTUBAX NOApPA3aeIeHu. MOpaabHO-3TUYECKUE MEPHI 3AIIUTH CHUXKAIOT BeE-
POATHOCTh BO3HUKHOBEHMSI HETATUBHBIX JCUCTBUI, CBA3AHHBIX C YEJIOBEUECKUM

dbakTopom.

6.3. OpraHusanuoHHble (A AMUHUCTPATHBHbIE) MePbI 3aIIUTHI

OpraHu3aiuoHHble (aAMUHUCTPATUBHBIE) MEPBI 3aLIUTHI - 3TO MEPHI Opra-
HU3aLMOHHOTO XapakTepa, perjaMeHTHPYIOIIHUE MpoIecCchl (PYHKIIMOHUPOBAHUS
NCIIn, ucnonszoBanue pecypcoB WCII/IH, nedarenbHOCTh 0OCTYKHBAOUIETO
MEPCOHANA, a TAKXE MOPSAOK B3auMojiercTBusl nosb3oBatened ¢ UCII/H Takum
o0Opa3oM, 4TOOBbl B HamOOJbIIEH CTENEHH 3aTPYAHUTHh WM MCKIIIOUHUTH BO3MOXK-
HOCTh pealn3aluy yrpo3 0€30MacHOCTH WU CHU3UThH pa3Mep MOTEPh B Cllydae UX
peanu3anuy.

['maBHast 1enb agMUHUCTPATUBHBIX MEp, MPEINPUHUMAEMBIX HA BBICLIEM
YIPABJIEHUYECKOM ypoBHE — cdopmupoBath [lonuTtnky HHPOpMalMOHHON O€3-
omacHocty [1/1H (oTpakaronryto moaxosl K 3aluTe HHPOpMaIMn) U 00ECIICYHTh
€€ BBINOJHEHUE, BbIIENSA HEOOXOANMBIE PECYPCHI U KOHTPOJIHUPYS COCTOSIHUE JE.

Peanuzanus [lomutuku undopmanmonnoit 6ezonacHoctu I1[1n B UCII/H
COCTOUT U3 MEp aJIMUHUCTPATUBHOTO YPOBHS M OpPraHU3allMOHHBIX (MpoLenyp-
HBIX) MEp 3alUThl THHOPMAIIHH.

K agMMHUCTpAaTUBHOMY YPOBHIO OTHOCSITCS PEILEHUS PYKOBOJACTBA, 3aTpa-
ruBatomue aearenbHoctb UCIIIH B nemoM. Itu pemenns 3akpersitores B [lonu-
THUKE UH(POPMALIMOHHOI Oe30macHoCTU. [IpuMepoM TakuX peleHnii MOryT ObITh:

- IPUHATHE pElIeHUs O (POPMUPOBAHUU WIH TMEPECMOTPE KOMIUICKCHOU
nporpamMmsel obecnieuenus: 6ezonacHoctu I11J{H, onpeneneHne OTBETCTBEHHBIX 3a €€

pcain3aluio,
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- opMynHpOBaHUE 1I€J€i, MOCTAHOBKA 3aj/lay, OIpe/esieHne HalpaBIeHUM
JeATeIbHOCTH B o0jiactu 6e3omacHocTH 11/1H;

- IPUHSTHE PEIICHU MO BOMpPOcCaM pealn3aliy IporpaMmbl 0€30MaCHOCTH,
KOTOpbIE paccMaTpuBaroTcs Ha ypoBHe OV B 1ienom;

- o0ecrieyeHne HOPMATUBHOM (MPaBOBOI) 0a3bl BOMPOCOB OE30MMACHOCTH H
T.IL

[TonmuTuka BEpXHEro YypOBHS JOJKHA YETKO OYEPTUTH cepy BIUSHHUS U
OTpaHUYEHMs TIPHU OMNpeeeHun 1eneit 6ezonacHoctu [1/H, onpenenuts KakuMu
pecypcaMu (MaTepHalibHbIE, IIEPCOHAT) OHU OYIyT JOCTUTHYTHI U HANTH pa3yM-
HBII KOMIIPOMHUCC MEXAY TPUEMIIEMBIM YPOBHEM O€30ITACHOCTH M (PYHKIIMOHAIb-
HocTbto MUCIT/IH.

Ha opranm3anmoHHOM ypOBHE OIPEIEISIOTCA MPOLEIYyPbl U IIPABHJIA J10-
CTWKEHUS 1iesiel U pemieHus 3ajgad [lonmuTukn MHPOpManMOHHON 0e30macHOCTH
[1I1. DT npaBuiIa ONpeaeistoT:

- KaKoBa 00J1acTh MPUMEHEHHUS MOAUTHKU Oe3onacHocTH [1/H;

- KaKOBBI POJIM M 00SI3aHHOCTU JOJKHOCTHBIX JIML], OTBEYAIOIIKE 3a IIPOBE-
JeHue noJuTuku 0e3omacHoctu [1/1H, a Takke MX YCTAHOBUTH OTBETCTBEHHOCTb;

- KTO UMeeT npasa aocryna K [1/1H;

- KaKUMU MEpaMH U cpeicTBaMu obecrieunBaercs 3ammra [1J]H;

- KAKUMHU MEpaMU U CpeICTBaMHU 00eCieunBaeTCsl KOHTPOJIb 32 COOJIOIEHNU-
€M BBEJCHHOI'O peKuMa 0€30MacHOCTH.

OpraHu3alMoOHHbIE MEPBI JTOJIKHBI:

- IpelycMaTpuBaTh PEriiaMeHT WH(OPMAIMOHHBIX OTHOIICHHWM, MCKIIOYa-
IOLIUX BO3MOXXHOCTh HECAHKIIMOHMPOBAHHBIX JEHCTBUIM B OTHOUIEHHH OOBEKTOB
3aILUTHI,

- ONPEAEIIATh KOATULMOHHBIE U MEPAPXUUECKUE NPHUHLMIBI U METOIbI pa3-
rpanudeHus gocryna k I/1x;

- ONpeAeNITh NOPSAIOK pabOThl ¢ MPOrPAMMHO-MATEMAaTHUECKUMU U TEXHHU-
YECKUMHM (anmapaTHbIMH) CPEICTBAMM 3AIIUTBI U KPUNTO3AUIUTBI U JPYTUX 3a-

IIUTHBIX MEXaHU3MOB,
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- oprann3oBaTh Mephbl npotuBoaercteuss HCJl monb3oBarensmu Ha 3Tamnax
ayTeHTU(PUKAIUKA, aBTOPU3AIUHU, HUJICHTU(UKAIIUN, OOCCIECUYHBAIONIUX TapAHTHH
peanu3anuy npaB U OTBETCTBEHHOCTH CYObEKTOB HH()OPMAITMOHHBIX OTHOIICHUH.

OpraHu3aliMoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

- [lopsinka gormycka COTpyIHHMKOB K Hcnoib30BaHuio pecypcoB MCII[Ix OY
(PaspemmrenbHas cucrema nocryna k [1J1H);

- Unctpykumii nons3oBareneid MUCIIAn (agmunuctparopa UCIIH, agmu-
HUCTpaTopa Oe3onacHocTH, oneparopa UCII/IH);

- I/IHCTPYKHI/II/I ITOJIB30BATCJIA [P BOSBHUKHOBCHUHN BHCINTATHBIX CHTyaHHﬁ.

6.4. ®usnuyeckue Mepbl 3aIUTHI

@u3nyeCcKre MEphI 3alUThl OCHOBAHBI HA MPUMEHEHNUH PA3HOTO poOJia Mexa-
HUYECKHX, DJICKTPO- WIH DJIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB U COOPYKEHH,
CIEIUAJIBHO MPEIHA3HAYCHHBIX VISl co37aHus (U3UYECKUX MPEHSTCTBUII Ha BO3-
MOXHBIX MYTSIX TPOHUKHOBEHUS U JOCTYIAa MOTCHI[MATIBHBIX HAPYIIUTEIEH K KOM-
MOHEHTaM CHCTEMbI U 3aluilaeMoi HHGOPMAIINH, a TAKKE TEXHUUECKUX CPEJICTB
BU3yaJIbHOTO HAOJIIOJICHMS, CBA3U U OXPAHHOW CUTHAJIM3AIUU.

duznueckas 3aluTa 3J1aHUM, TTOMEIICHUH, 00BEKTOB U CPEJCTB UHPOpMa-
TU3ALMU JIOJDKHA OCYILIECTBISATHCA MYTEM YCTAHOBJICHUSI COOTBETCTBYIOIIMX ITO-
CTOB OXpaHbI, C TOMOIIbIO TEXHUYECKUX CPEJICTB OXPaHbl WJIHA JTIOOBIMHU JIPYTUMHU
croco0amu, MPeAOTBPANIAIONIMMU WK CYIIECTBEHHO 3aTPYAHSIONIUMHU MPOHUK-
HOBEHHE B 37]aHUE, TOMEIICHUS MTOCTOPOHHUX JIMI], XUIEHNE WH(POPMAIIMOHHBIX
HOCHUTEJICH, CaMUX CPEICTB HMH(POPMATU3AINH, HCKIIOYAIONUMU HAXO0XKICHUE

BHYTPHU KOHTPOJIUPYEMOU (OXpaHSAEMOM) 30HbI TEXHUYECKHUX CPEJCTB Pa3BEIKHU.

6.5. AmnmapatHo-nporpamMMHble cpeacTBa 3amuThl [T/

TexHuueckue (anmapaTHO-MIPOrpaMMHBIE) MEPBI 3aIUThl OCHOBAaHbI Ha HC-
MOJIb30BAHUMU PA3JIMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CIIELHMAIBHBIX IMPOTPaMM,
Bxoasuux B coctaB MCIIJIH 1 BBIMOJHSIONIUX (CAMOCTOSITEILHO TN B KOMIUIEKCE
C IPYTrUMU CpeACTBaMU) (PYHKIIMH 3aIIUThI (MACHTU(PUKALMIO U ayTeHTU(PHUKALINIO
MOJIb30BaTENeH, pasrpaHUyYeHHe JOCTyNa K pecypcaM, PEerucTpaluio COOBITHH,

Kpunrorpadguyeckoe 3aKpbiTie nHGOpMaIu U T.11.).
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C yuetoM Bcex TpeOOBaHUH U MPUHIMIIOB oOecrnieueHus: 6ezonacHocTu [1/1H
B MCII/IH mo BceM HaIpaBlICHHSIM 3aIlUTHI B COCTAB CUCTEMBbI 3aIUTHI JTOJKHBI
OBITH BKJIFOUEHBI CIICAYIOIINE CPEICTBA!

- cpencTBa uaeHTU(UKAIMU (OTTO3HABaHU) W ayTeHTU(UKAIUU (TIOATBEP-
YKJEHUS MOITTMHHOCTH ) Tiosib3oBarenet UCII/IH;

- CPECTBA pAa3rpaHUYEHUsl AOCTYIA 3apETHCTPUPOBAHHBIX I0JIb30BATEIICH
cuctemsl k pecypcam UCII/x OY;

- cpelicTBa 0OecrnedeHus U KOHTPOJISA LENOCTHOCTA MPOTPAMMHBIX U HH-
(bopMaImOHHBIX PECYPCOB;

- CpeACTBa OMEPATUBHOTO KOHTPOJISI M PErHCTpalfu cOOBITUI Oe30macHo-
CTH;

- KpunTorpapuyeckue cpeactna 3amuTsl [1/1H.

VYcnemHoe MpUMEHEHUE TEXHUYECKUX CPENICTB 3allUThl HAa OCHOBAaHUU
OPUHIMIOB (pa3fied 5) MpeArnojaraer, 4To BBIMOJHEHUE TMEPEUMCICHHBIX HIKE
TpeOOBaHMI 00ECNEeYeHO OpraHu3allMOHHBIMUA (aIMUHUCTPATUBHBIMU) MEPAMHU H
UCIOJIb3YeMbIMU (PU3NYECKUMHU CPEACTBAMU 3AIIUTHI:

- obecnieueHa (uzuyeckas 1eI0CTHOCTh Bcex koMmnoHeHT UCITIH;

- KaXJbIi coTpynHuk (mons3oBatens WCIIH) uau rpymnmna nojib3oBarenen
UMEEeT YHUKAIbHOE CUCTEMHOE UMS U MUHMMAJIBHO HEOOXOJMMBIE JIJISi BHITIOJIHE-
HUSI UM CBOMX (DYHKIIMOHAJIbHBIX OOS3aHHOCTEW IMOJIHOMOYMS MO JOCTYMy K pe-
CypcaM CHCTEMBI;

- 8 UCIIIn OVY pa3paboTka 1 OTjIajJKa MPOrpaMM OCYIIIECTBIISAETCS 3a TMpe-
nenamu MUCIIJIH, Ha UCHIBITATEIBHBIX CTCHIAX;

- BC€ M3MEHEHUS KOH(UTypalMu TEXHUYECKUX U MPOTrPAMMHBIX CPEJICTB
NCIIIH npou3BOASTCS CTPOrO YCTAHOBIIEHHBIM MOPSIKOM (PETUCTPUPYIOTCS U
KOHTPOJMPYIOTCS) TOJIBKO HA OCHOBAHUHU pacCIopsiKeHU pykoBojictBa OV

- ceTeBoe 000pyAoBaHUE (KOHIIEHTPATOPHI, KOMMYTATOPHI U T.II.) pacmoia-
raeTcs B MeCTax, HEAOCTYIHBIX JUISi MMOCTOPOHHUX (CMEUHAIBHBIX MOMEIICHUSX,
mkadax, u T.1L.).

- cneruanuctaMu OY OCylIeCTBISIETCS HEMPEPHIBHOE YIPABIECHUE U aIMU-
HUCTpATUBHAsS MOJAEPKKA (DYHKIIMOHUPOBAHUS CPEICTB 3AIIUTHI.
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/. Kontpousb 3¢pextuBHocT cucremsl 3amutsl UCILIn OY

Kontpons addextuBroctr C3I1/IH 10mKeH OCYIIECTBISETCS HA TEPUOJIH-
yeckoi ocHoBe. Llenbio KOHTpoIst A (HEKTUBHOCTHU SBISETCS CBOEBPEMEHHOE BBI-
ABJICHUE HEeHaJIeKaux pexuMoB padotel C3IIJIH (oTKIIOYEHUE CPENCTB 3alllU-
Thl, HapYIIEHUE PEKUMOB 3alIUTHI, HECAHKIIMOHUPOBAHHOE WM3MEHEHHE pEeXKUMAa
3aIllUTHI U T.I1.), TPOTHO3UPOBAHUE aTaK U MPEBEHTUBHOE pearupoBaHUE HA HOBBIC
yrpo3sl 6e3omacHoctu [1/1H.

KoHTposib MOXET NpOBOAUTHCS KaK aJIMHHHCTpATOpaMH Oe30MacHOCTH
NUCTIIn (omepaTUBHBIN KOHTPOJb B Mpolecce HMH(POPMAIMOHHOTO B3aMMOJICH-
ctBust B CII/IH), Tak ¥ NpuUBJIEKAEMbIMH JJISI 3TOM M€ KOMIIETCHTHBIMU Opra-
HU3alUsAMH, UMEIOIINMU JIMLIEH3UIO Ha 3TOT BHUJ JAeATeNbHOCTH, a Takke OCTIOK
Poccun u ©Cb Poccun B ipeniennax nx KOMIIETEHIINH.

KOHTposIb MOXKET OCYIIECTBISATHCS aAMUHUCTPATOPOM O€30MAaCHOCTH KaK C
MOMOIIBI0 HITATHBIX CPEACTB CUCTEMBI 3amuThl [1/IH, Tak ¥ C TOMOINIBIO CIELH-
aJbHBIX MPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Onenka ¢ dexTuBHOCTH Mep 3amuThl [1JIH mpoBOAUTCS ¢ UCTIOIB30BAHUEM
TEXHUUYECKUX U MPOTPAMMHBIX CPEACTB KOHTPOJISL Ha MIPEAMET COOTBETCTBHUS yCTa-

HOBJICHHBIM Tp€6OBaHI/IHM.
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8. Cdepsl oTBeTcTBEeHHOCTH 32 Oe30macHocTh I1/IH

OTBETCTBEHHBIM 3a pa3padOTKy MEp M KOHTPOJb Haj oOecredeHueMm 0e3-
OMACHOCTU TMEPCOHANIbHBIX JIAHHBIX SBJSETCS aAMUHUCTPATOP HUHGPOPMAIIMOHHON
oe3onacHoctu (nanee - AWUDB), Ha3HauaeMbli prKkazoM aupekropa OY.

Cdepa orBercTBenHOCTH AUDB BKIIOYaeT cieayromme HampaBieHUs obec-
neueHus 6e3onacHoctu I1/1H:

- [ImanmpoBanue u peanuzarus Mep no odecrneuenuro 6e3omacaoctu [1/1H.

- Ananu3 yrpo3 6e3omnacnoctu [1]1H.

- Pa3paboTtky, BHEJpEeHNE, KOHTPOJIb HCIOIHEHUSI U MOJAJIEPKAHUE B aKTy-
QJIbHOM COCTOSIHUM TOJIMTUK, PYKOBOJCTB, KOHIENIUH, MPOLEAYpP, PETJIAMEHTOB,
WHCTPYKIUI U IPYTUX OpraHU3allMOHHBIX JOKYMEHTOB IO o0OecreueHuto be3omnac-
HOCTH.

- Kontpons 3anmumennoctu UT-undpactpykrypst OV ot yrpo3 Ub mytem.

- Obyuenue u unpopmupoBanue nois3opareneir UCII[H o mopsake pado-
ThI ¢ [1JIH 1 cpeacTBamMu 3alUTHI.

- [IpegoTBpaiieHue, BbISIBJIEHUE, pEaTUPOBAHUE U PACCIIEIOBAHUE HApYIIIE-
Hui 6e3omacHoctu [1J1H.

- He pexxe ogHoro pasa B kBapTal (a Mpy HAIMYUKA HEOOXOAUMOCTH U YallE)
uHdopmupoBanre pykoBojictBa OY o coctosHuu WHGOPMAIMOHHONW O€30macHo-
CTH.

[Ipyn B3anMOAEMCTBUU CO CTOPOHHMMH OpPTraHU3alMsIMU B CIy4dasiX, KOrja
COTPYIHHUKAM ITHX OpPTaHU3AIMi MPEJOCTABISIETCS JOCTYN K OOBEKTaM 3aIlluThl
(pasmen /3/), ¢ aTMMH OpraHM3aMsIMH JOHKHO OBITH 3akitoucHo CorjaiieHue o
KoH(puneHnuanpHoctH, au60o CornameHue o cobIt0IeHUN pekuMa 6€30MacHOCTH
[111 mpu Bemmosinenuu padotr B MCII/IH. [ToarotToBka THUMOBBIX BapUAHTOB 3THUX

COTJIALLICHU I OCYHICCTBJIACTCA COBMCCTHO C IOpI/II[I/I‘-IeCKI/IM OTOCIOM.
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9. Moaeab HapymiuTesi 6€30MaCHOCTH

[Ton Hapymutenem B OY moHUMAaETCs JUI0, KOTOPOE B Pe3yJIbTaTe YMBbIIII-
JICHHBIX WM HEYMBIIICHHBIX JIEUCTBUIM MOXET HAHECTH yliepd oObeKTaM 3aliu-
ThI (paznen /3/).

Hapymurenn noapasaensroTcs no npusHaky npuHaiexxnoctd k UCII/IH.
Bce Hapymurenu nenstcs Ha ABE TPYIIIIbL:

® BHEUIHME HAPYIIUTETU — (PU3NUECKUE U1, HE UMEIOIIUE MpaBa MPeObI-

BaHUSI HA TEPPUTOPUU KOHTPOJUPYEMOU 30HBI, B Mpejiesiax KOTOPOi
pa3menaercs obopynoBanue UCII/H,

® BHYTPECHHHUE HAPYIIUTEIN — (PU3NUECKUE UL, UMEIOIINE TIPaBO MPeObI-

BaHUS HA TEPPUTOPUU KOHTPOJIUPYEMOUM 30HBI, B Mpejiesiax KOTOPOu
pa3meniaercs obopynoBanue MUCIIJIH.

Knaccuduxanus HapymmTenei npeactaBieHa B Mojaenu yrpo3 6e30nacHo-

cTu nepcoHanbHbIX TaHHbIX UCII/IH.
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10. MoaeJb yrpo3 6e30nacHOCTH

Hns UCIIJu OY BbigensitoTcst CIAeAyrolMe OCHOBHbBIE KAaTETOpPUHM YTpo3
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX:

1) Yrpo3sl OT yTEUKH MO TEXHUYCSCKHM KaHaJIaM.

2) YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POPMAITUH
- YTpo3bl YHUUTOKEHUS, XullleHus annapaTHbeix cpenacts MCIIIH Hocu-
Teneit nadopManun myteM pusudeckoro gocryna K anementam UCIT/IH.
- Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOW MoJIu(dUKAIMK WU OJIOKH-
poBaHus UH(OpPMAIIMK 3a cueT HecaHKImoHupoBanHoro noctymna (HCJ) ¢
MPUMEHEHUEM MTPOTPAMMHO-aNNapaTHRIX U MPOTPAMMHBIX CPEJCTB (B TOM
YHUCJIE IPOrpaMMHO-MAaTEMaTUYECKUX BO3ACHCTBHI).
- YIpo3bl HENPEIHAMEPECHHBIX JIEMCTBUM MOJB30BATEIIC W HAPYIICHUN
oe3onacHoctu dynknuonupoanus UCII[n u C3I1/1x B ee cocraBe u3z-3a
cO0eB B IPOrpaMMHOM OOECIIEYEHUH, a TAKKE OT YIPO3 HEAHTPOIIOTE€HHO-
ro (cOoeB anmaparypsl U3-3a HEHAJEKHOCTU BJIEMEHTOB, COOEB 3JIEKTPO-
MUTaHUs) U CTUXUHUHOTO (yAapOB MOJIHUMN, TIOKapOB, HABOJHEHUHN U T.II.)
XapaKTepoB.
- YTpO3bI IPEIHAMEPEHHBIX AEMCTBUIM BHYTPEHHUX HAPYILNUTEIIEH.

- YFpO3I>I HCCAHKINMOHHUPOBAHHOT'O JOCTYIIA 11O KaHaJIaM CBA3HU.

Onucanue YI'po3, BEPOATHOCTh UX pPCaln3allvr, OIIACHOCTb U aKTYaJIbHOCTb

npenacTaBiieHbl B Monenu yrpo3 6e3omacHocTy nepcoHanbubix qanubix MCIIH.
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11. Mexanu3m peaausanuu Konnenuun

Peanuzamnus Konnenuuu nomkHa OCyIIECTBISTHCS HA OCHOBE MEPCIIEKTHB-
HBIX MPOTPaMM U IUIAHOB, KOTOPHIE COCTABIISIIOTCS HA OCHOBAHUHM M BO HCIIOJIHE-
HUE!

- ¢eaepaTbHBIX 3aKOHOB B 00JacTH obOecrnedeHus WH(POPMAITMOHHOW 0e3-
OIMACHOCTH U 3aIUThl UHPOPMAIIUK;

- noctaHoBneHui [IpaBurenscTBa Poccuiickonn denepannu;

- PYKOBOZSIINX, OPTaHU3AIMOHHO-PACTIOPAIUTEIBHBIX U METOJAMYECKHUX J10-
kyMmeHToB @CTIK Poccuu;

- notpednoctet UCII/In B cpencrBax obecrnedeHus: 6€30macHOCTU UHMOP-

MaI[{H.
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12. O:xxunaemplii 3pPexT ot peannzanuu Konuenun

Peanuzarusa Konneniuu 6e3omacHoctu [1J1a 8 UCIIIH 1103BOIUT:

- olleHUTh cocTtosiuue Oe3ornacHoctr uHpopmaruu WCII/IH, BBIABUTH uC-
TOYHHKH BHYTPEHHUX W BHEIIHUX YIPO3 MH(POPMAIMOHHON OE30MacHOCTH, OIpe-
JICJIATh MPUOPUTETHBIC HAIMPABJICHUS NPEAOTBPAILCHUS, OTPAXKEHUSI U HEUTpaJu-
3alliU 3TUX YIPo3;

- pa3paboTaTh pacnopsiAUTEIbHbIE U HOPMATUBHO-METOANYECKUE TOKYMEH-
TbI ipuMeHuTeNbHO K MCIT/IH;

- mpoBecTu Kiaccudukanuio u ceprudukamnuo UCI A,

- MPOBECTU OPraHU3aALMOHHO-PEKUMHBIE U TEXHUYECKUE MEPONPHUATHUS IO
obecneuenuto 6e3onacHoctu I1/1n B UCII/IH;

- o0ecneunTh HEOOXOUMBIN YPOBEHBb O€30MTACHOCTH OOBEKTOB 3aIUTHI.

Ocy1ecTBiIeHHE ATUX MEPONPUITHIN 00ECTICUUT CO3JaHUE €IMHOM, I1eJI0CT-
HON M CKOOPAMHUPOBAHHOM cucTeMbl nHpopmalmonHon 6e3onacnoctu UCIIIx u

CO3/IaCT YCJIOBUS JUIs €€ JaJbHEHIIIEr0 COBEPILICHCTBOBAHUSI.
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13. CnMcOK UCIOJIB30BAHHBIX HCTOUYHHKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBBIMH U METOJAMYECKUMHU TOKyMEHTaMHU, Ha
KOTOpbIX Oazupyetcst HacTosimas Konmenius, sSiBiastoTcs:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-03 «O nepcoHanbHBIX JaH-
HbIX» (Hanee — @3 «O mepcoHATBHBIX JAHHBIX»), YCTAHABJIMBAIOIINN OCHOBHBIC
NPUHIUIBL U yciioBusa oOpabotku I1/1H, mpaBa, 00A3aHHOCTH U OTBETCTBEHHOCTh
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

2 Ilocranosnenue IlpaBurensctBa P® ot 01.11.2012 Ne 1119
"OO0 yTBepX)AeHUU TPEOOBAHUI K 3alllUTe MEPCOHAIBHBIX JAHHBIX MPU UX OOpa-
00TKe B HHGOPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX .

3 «llopsaok npoBenenus kiaccupukanud HHOOPMALIMOHHBIX CUCTEM Iep-
COHAJIBHBIX TAaHHBIX», YTBEPKIeHHBIM cOBMECTHBIM [Iprnkazom @CTIK Poccnn Ne
55, ®Cb Poccun Ne 86 u Munundopmcssazu PO Ne 20 ot 13.02.2008 r.

4 «ITonoxxenne 06 0COOECHHOCTSAX 00PaOOTKH MEPCOHATLHBIX JaHHBIX, OCY-
HIECTBJISIEMON 0€3 MCIOJIb30BaHUS CPEACTB aBTOMATU3AalMN», yTBepkaeHHoe [lo-
craHoBiienueM [IpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 HopmatuBHO-MeToAMuecKre TOKyMeHThl DenepanbHON CIyKOBI MO TeX-
HUYECKOMY U 3KCIIepTHOMY KOHTpoJto Poccuiickoit @enepanun (nanee - @CTIOK
Poccun) o odecrieueHuro 6e3omacuoctu I1/1a mpu ux obpadotke B8 UCIIIH:

6 Pexomennaiuu mo obecrneueHnto Oe30MacHOCTH MEPCOHATBHBIX JTaHHBIX
npu ux o0paboTke B MHPOPMAIMOHHBIX CHUCTEMaxX MEPCOHAIBHBIX JTaHHBIX, YTB.
3am. gupexropa @PCTIK Poccun 15.02.08 . (JICII)

7 OCHOBHBIE MEPONIPUATHS MO OPraHU3ALNUHA U TEXHUYECKOMY 00€CTIeUEHHUIO
0€30MacHOCTH MEPCOHANBHBIX JaHHBIX, 00pabaThIBA€MbIX B MH(POPMAITMOHHBIX CH-
CTEMAaX MEPCOHAIBHBIX JaHHBIX, YTB. 3aM. nupekropa PCTIK Poccnn 15.02.08 r.
(ACLI)

8 baszoBas Mozenb yrpo3 0€30MacHOCTH MEePCOHATBHBIX JTAHHBIX MPU UX 00-

paboTke B MHGOPMALIMOHHBIX CUCTEMAX NMEPCOHATIBHBIX JTaHHBIX, YTB. 3aM. TUPEK-

topa ®CTIK Poccun 15.02.08 r. (JICII)
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9 MeTozuKa onpeaesieHus akTyalbHbIX yrpo3 0e30MacHOCTH MEePCOHAIBHBIX
JaHHBIX MPU UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMaX MEPCOHAJBHBIX IaH-

HBIX, YTB. 3aM. aupekropa @PCTIK Poccum 15.02.08 r. (ACII)
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